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Overview
Cyber Security NSW provides a whole-of-government function to 
achieve the vision of a cyber-secure NSW Government. Given the broad 
portfolio of its customers – that is, clusters, agencies and local councils 
–  Cyber Security NSW tailors the wide range of products, services and 
best practice guidance and advice it delivers. This integrated, risk-based 
approach encompasses technical, people and process-focused initiatives 
that enhance cyber resilience in line with the NSW Cyber Security 
Framework.

NSW Cyber Security Framework
Building from the US Government National Institute of Standards and Technology (NIST Framework), the NSW Cyber 
Security Framework (Framework) outlines the end-to-end journey of building cyber resilience. Cyber Security NSW’s 
offerings align to the Framework, working in conjunction to enable all NSW Government entities to prepare, prevent, 
detect, respond to and recover from cyber security incidents. 

Note: ID Support NSW, established in 2021, provides a nation-leading identity resilience service to NSW customers, 
which has proven critical in supporting response to, and recovery from, data breaches. Please visit nsw.gov.au/id-
support-nsw for more information.  

Key products and services
Security Assessments Identify your entity’s strengths, understand areas of improvement and find out how to 

bolster your cyber security.

Awareness and Training Increase cyber security awareness, upskill staff and contractors, and improve 
organisational resilience.

Advice and Guidance  Advisory services on risk, compliance against the NSW Cyber Security Policy and cyber 
business case submissions. 

Threat Intelligence Proactive and targeted intelligence to warn of likely threats in the NSW context, with 
recommended mitigation actions.

Incident Response Incident response, coordination, initial investigation and digital forensics for reported 
incidents.

NSW Government entities can contact info@cyber.nsw.gov.au to request, or find out more about, these products and 
services.
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Security Assessments 
Passive external scanning
Overview

Passive external scanning enables NSW Government entities to understand (and remediate) their cyber-attack 
surface. This helps entities comply with the NSW Cyber Security Policy’s mandatory requirements 1.4, 1.5 and 4.3.

Service Type

Available upon request (can be scheduled twice yearly).

Availability

Typically 1 week from request, dependent upon resource availability.

Methodology

Analysis is based on the domains and IP addresses identified within the Cyber Risk Platform. Vulnerabilities covering 
common vulnerabilities and exposures (CVEs), missing patches, open ports and misconfigurations are identified.

Outcome 

A comprehensive passive vulnerability report focused on the NSW Government entity as defined within the Cyber 
Risk Platform. This report provides a list of risks and recommended mitigations.

Benefit to Entity

Ability to focus on the vulnerabilities most likely to be identified by a threat actor, enabling prioritisation of 
remediations and control implementation. 

Lead Prepare Prevent Detect Respond Recover
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Intrusive external scanning
Overview
Unauthenticated automated tests on external-facing systems to ascertain any vulnerabilities present and potential 
misconfigurations. This scan does not test defensive systems and is therefore not as in depth as a penetration test. 

Service Type
Available upon request. 

Availability
Typically 2-4 weeks from request, dependent upon resource availability.

Methodology
Analysis is based on the domains and IP addresses identified by the requesting entity and verified by Cyber Security 
NSW. Vulnerabilities covering CVEs, missing patches, open ports and misconfigurations are identified.

Outcome 
A comprehensive external vulnerability report tailored to the requesting entity. This report provides a list of risks and 
recommended mitigations.

Benefit to Entity
Ability to focus on the vulnerabilities most likely to be identified by a threat actor targeting a specific NSW 
Government entity, enabling prioritisation of remediations and control implementation. 

Lead Prepare Prevent Detect Respond Recover
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Internal vulnerability scanning
Overview
Agent-based scanning on key internal systems to ascertain vulnerabilities and potential misconfigurations. This scan 
does not test defensive systems and is therefore not as in depth as a penetration test. 

Service Type
Limited availability based on remaining licences.

Availability
Typically 2-4 weeks from request, dependent upon resource availability.

Methodology
A cloud-based vulnerability scanning tool with agents is installed inside the entity’s environment to gather 
information. This is analysed to determine risks and mitigation strategies.

Outcome 
A comprehensive internal vulnerability report tailored to the requesting entity. This report provides a list of risks and 
recommended mitigation strategies.

Benefit to Entity
Ability to focus on the vulnerabilities most likely to be identified by a threat actor who has gained access to the 
entity’s internal infrastructure, enabling prioritisation of remediations and implementation of controls.

Lead Prepare Prevent Detect Respond Recover
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Penetration testing
Overview
The penetration testing service covers web applications, web services and network testing. This service only covers 
systems already in production. 

Service Type
Available upon request (limited availability).

Availability
Typically 10-12 weeks from request, dependent upon resource availability.

Restrictions: Time - based testing only (not blackbox); no new services tested; 1 penetration test per entity per year; 
maximum 100 IP addresses per test; maximum 1 web application per test; and 1 web service per test.

Methodology
1. The scope is defined with the requesting entity and verified by Cyber Security NSW.  

2. A schedule and statement of work is developed and provided to the requesting entity for signing prior to 
commencement.

3. Preparation work will include user account and IP address whitelisting, backups and available contacts. 

4. The requesting entity is notified that testing will commence. 

5. Critical and high severity findings are provided during testing. 

6. The requesting entity is provided with a detailed report.

Outcome 
A detailed matrix of findings for technical team members is provided, along with a comprehensive report. A meeting 
can be arranged to discuss findings and demonstrate the consequences of the risks identified. One retest is included 
within 3 months to verify any remediations implemented.

Benefit to Entity
Comprehensive assessment of the systems within scope using multiple techniques, including those used by threat 
actors. This provides the requesting entity with a broad view of their cyber security risk footprint for those systems. 

Lead Prepare Prevent Detect Respond Recover
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Lead Prepare Prevent Detect Respond Recover

Health Check
Overview
The Health Check is focused on the mandatory controls identified in the Australian Cyber Security Centre (ACSC) 
Essential Eight baseline mitigation strategies for cyber security incidents. The Health Check reviews people, 
processes and technology through a technical lens to assess the maturity level against the ACSC Essential Eight. 

Service Type
Available upon request.

Availability
Typically 6-8 weeks from request, dependent upon resource availability.

Restrictions: 1 request per year per entity; Microsoft Windows endpoints only; and the following Essential Eight 
controls only – application control, patch applications, patch operating systems, multi-factor authentication and 
regular backups.

Methodology
Interviews with relevant staff members are conducted, documentation is provided, technical assessments are 
performed, and a report is produced.

Outcome 
A point-in-time maturity assessment report is developed. This report includes actionable plans to improve cyber 
security maturity and, where appropriate, assistance to action those plans.

Benefit to Entity
A comprehensive view of the requesting entity’s cyber security risk footprint for the assessed areas, providing a 
roadmap to reducing cyber risk and increasing resilience. 
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Lead Prepare Prevent Detect Respond Recover

Password hygiene
Overview
The password hygiene tool scans Windows Active Directory accounts for issues such as: compromised passwords; 
duplicate passwords; passwords with no expiry; and accounts with no set password. This service provides a technical 
solution to alert entities of security concerns that were previously unable to be monitored.

Service Type
Available upon request. 

Availability
Typically 4-6 weeks from request, dependent upon resource availability.

Methodology
The assessment compares each user’s credentials in the AD environment to a list of over 600 million hashes sourced 
from the “Have I Been Pwned” (HIPB) database of compromised passwords. 

Outcome 
Visual report of multiple metrics, plus comprehensive user account data categorised into areas of risk. 

Benefit to Entity
A comprehensive view of the state of the requesting entity’s password landscape, and insights into their account 
management practices. 
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Lead Prepare Prevent Detect Respond Recover

Key website monitoring
Overview
Monitoring of all NSW Government externally accessible websites at the top layer (*.nsw.gov.au) using a bespoke tool 
developed by Cyber Security NSW. Further domains can be monitored if required.

Service Type
Ongoing (all *.nsw.gov.au domains are monitored by default). Additional domains can be added by request.

Availability
Ongoing (notifications only within business hours).

Methodology
1. Additional domains are verified for ownership.

2. A known good snapshot of the website is used for comparison, and if a change is detected, a cyber security 
analyst reviews the site to check for malicious changes. 

3. If a negative change is detected, the NSW Government entity is notified of the identified issue. 

Outcome 
Website owner is notified of maliciously compromised sites. 

Benefit to Entity
The ability to quickly remediate impacted websites, limiting the risks to entities’ reputations and potential impacts to 
citizens.
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Open-source intelligence (OSINT)
Overview
An overview of information about the requesting entity that is exposed to the public and may be used by adversaries 
in order to target the entity and/or staff. 

Service Type
Available upon request.

Availability
Typically 2 weeks from request, dependent upon resource availability.

Methodology
1. The entity and Cyber Security NSW define the scope of the investigation. 

2. A suite of open-source tools, information sources and strategies are used to uncover information relevant to the 
scope.  

3. Cyber Security NSW identifies sensitive and personal information, and analyses the associated risks.

Outcome 
A report outlining relevant information present in the public domain, with recommendations on potential mitigation 
strategies.

Benefit to Entity
The entity will gain an understanding of the risk profile presented by information that is present in the public domain. 
This will allow the entity to plan mitigation activities based on those risks.

Lead Prepare Prevent Detect Respond Recover
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Lead Prepare Prevent Detect Respond Recover

Vulnerability risk management platform
Overview
Access to a vulnerability monitoring service that includes third-party vendor monitoring. This helps prevent and 
mitigate cyber security risks by monitoring the entity’s and their vendors’ domains in a simple, easy-to-understand 
system. The platform can provide cyber security ratings and automatically detect leaked credentials and data 
exposures.

Service Type
Available upon request, pending licence availability.

Availability
Typically 1 week from request, dependent upon resource availability. 

Methodology
1. Entity submits request.

2. Cyber Security NSW assesses request to determine whether there are available licences. If there are, Cyber 
Security NSW will proceed with onboarding the entity to the platform.

3. Cyber Security NSW conducts training in partnership with the vendor.

Outcome 
An improved view of the entity’s attack surface, which gives the entity access to useful information for planning 
cyber risk mitigation activities.

Benefit to Entity
Reduced cyber risk profile and improved resilience against attacks.
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Vendor security risk
Overview
Assessment on current or potential third parties in relation to risks centred around their websites, network, email, 
phishing and malware, brand and reputation.

Service Type
Available upon request for entities not onboarded to the vulnerability risk management tool.

Availability
Typically 1 week from request, dependent upon resource availability.

Methodology
1. Vendor is added to the vulnerability risk management tool (wait at least 24 hours for data collection to take place). 

2. Reports run in the tool and data is analysed. 

3. Relevant risks are determined and mitigations suggested. 

Outcome 
A comprehensive risk assessment of a specific third-party vendor. 

Benefit to Entity
Comprehensive assessment of third-party cyber risk, providing the ability to make informed decisions when 
managing and selecting vendors.

Lead Prepare Prevent Detect Respond Recover
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ACSC vulnerability data
Overview
Information on vulnerabilities from the ACSC and the scope and likelihood of remediation. These notifications include, 
but are not limited to, CHIPs (quarterly) and HOTCHIPs (ad hoc).

Service Type
Ongoing as required (information is gradually disseminated by the ACSC).

Availability
Typically 2 days from provision by the ACSC, dependent upon resource availability.

Methodology
1. Data received from the ACSC is analysed and categorised to determine if further action is required. 

2. Cyber Security NSW communicates with agencies and councils separately.

3. Cyber Security NSW follows up with entity for 1 month on impacted systems, patching progress, etc.

Outcome 
Notification of potential vulnerabilities to entities and collation of information on scope and likelihood of mitigations.

Benefit to Entity
Opportunity to reduce entity’s cyber risk and improve resilience to attack.

Lead Prepare Prevent Detect Respond Recover
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Awareness and Training
Live cyber security awareness training
Overview
Cyber Security NSW offers ‘Essentials’ cyber security awareness training to all NSW Government staff and 
contractors. The training is delivered via live, interactive online sessions and is tailored to the following user groups: 
Essentials Standard for all users; Essentials Plus for a privileged user audience; Essentials Premium for executive 
staff; and Essentials for Councillors for local government councillors and senior officers.

Service Type
Ongoing (entities are notified of the training schedule on a quarterly basis).

Availability
Essentials Standard (4 sessions per quarter); Essentials Plus (2 per quarter); Essentials Premium (4 per quarter); 
Essentials for Councillors (1 session per quarter or as required).

Methodology
1. Entity training coordinator contacts Cyber Security NSW to request access to the Essentials live training. 

2. Registration and reporting requirements are determined based on customer systems.

3. Training coordinators are provided with registration links (including pre-training information and quiz) for 
distribution to staff and/or contractors.

4. Participants attend registered live training session, which includes an interactive cyber security awareness quiz 
and polls via Microsoft Teams.

5. Attendees are provided with a post-session pack.

Outcome 
 • Attendees receive baseline cyber security awareness training in line with curricula developed by Cyber Security 

NSW.

 • Attendees are provided with a post-session pack, including cyber hygiene checklists, tips to detect phishing, how 
to report threats/incidents and further resources.

 • The training coordinator is provided with quarterly live training reports, including overviews of registration, 
attendance records, insights from polls, and comparison of the pre- and post-training quiz results. 

Benefit to Entity
Attendees develop increased cyber security awareness, and entities receive training insights.

Lead Prepare Prevent Detect Respond Recover
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Lead Prepare Prevent Detect Respond Recover

Adaptable training deck
Overview
The adaptable Essentials Standard training deck enables NSW Government entities to independently deliver cyber 
security awareness training that has been tailored for their respective requirements.

Service Type
Available upon request.

Availability
Within 1-2 business days.

Methodology
1. Entity requests copy of training deck. 

2. Cyber Security NSW verifies the request with the entity and, where applicable, the relevant CISO.

3. The adaptable training deck and guidance are provided to the entity with ad-hoc support to help tailor the 
presentation.

4. Ongoing contact between Cyber Security NSW and entity to advise of changes to content.

Outcome 
 • Entity is empowered to deliver tailored training (consistent with baseline curricula developed by Cyber Security 

NSW).

 • Entity can provide additional or targeted training to certain audiences, including high-value targets, such as 
consistently low performers in phishing simulations, staff with access to financial controls, or staff with access to 
sensitive or private information.

 • Training availability is not limited to sessions delivered by Cyber Security NSW.

Benefit to Entity
NSW Government entities are empowered to deliver tailored training directly to target audiences.
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E-modules
Overview
Tailorable e-modules that can be input into an entity’s learning management systems (LMS) to provide on-demand 
cyber security awareness training. The e-modules are available in the following streams: Essentials Standard, 
Essentials Plus and Essentials Premium, along with a shorter refresher.

Service Type
Available upon request.

Availability
Typically 2-4 weeks from request, dependent on scope of customisation and resource availability.

Methodology
1. Entity training coordinator contacts Cyber Security NSW to request e-module information pack. 

2. Cyber Security NSW works with entity to determine scope of changes and reporting outcomes based on the 
entity’s needs and systems.

3. Cyber Security NSW develops e-modules and provides these to the entity as SCORM files to be uploaded in the 
entity’s LMS.

4. Entities will be notified of periodic updates to course content and have the opportunity to provide feedback on 
content and design.

Outcome 
 • Greater number of staff and contractors have access to on-demand cyber security awareness training.

 • E-modules can be assigned as mandatory training to help entities meet NSW Cyber Security Policy obligations 
and increase cyber security maturity.

 • Cyber Security NSW requires quarterly reports from entities outlining staff headcount, assigned staff numbers 
(when mandatory training has been assigned), and attempt and completion statistics.

Benefit to Entity
Increased access to cyber security awareness training that has been tailored to entity needs.

Lead Prepare Prevent Detect Respond Recover
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Lead Prepare Prevent Detect Respond Recover

Awareness materials
Overview
Cyber Security NSW offers a suite of awareness materials that can be adapted or co-branded by the requesting 
entity.

Service Type
Available upon request.

Availability
Within 1-3 business days, dependent upon resource availability.

Methodology
Cyber Security NSW has produced a suite of cyber security awareness materials that are available online. These 
materials can be amended for co-branding or provided in editable form for entities to adapt. Materials include 
editable posters, graphics, guides and video content (not available for co-branding or editing).

Outcome 
 • Entity can use awareness materials developed by Cyber Security NSW to amplify consistent cyber security 

messaging to staff.

 • Materials can be co-branded or edited and released by the entity as required.

Benefit to Entity
Access to editable materials consistent with Cyber Security NSW communications.
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Awareness campaigns
Overview
Communications guidance and accompanying toolkits are distributed to NSW Government entities to assist in 
streamlining internal communications and ensure consistency across government.

Service Type
Ongoing (entities are provided with information packs as they are developed).

Availability
Typically once per month.

Methodology
1. Cyber Security NSW coordinates with government and non-government partners to coordinate and amplify 

relevant cyber security awareness campaigns.

2. Tailored communications and materials are packaged and distributed to entities to standardise internal 
communications.

Outcome 
 • Entity is provided with communications, materials and digital assets to assist in the amplification of cyber security 

awareness campaigns.

 • Minimised effort by entity and ensured consistency in messaging.

Benefit to Entity
Streamlined internal communications and consistent messaging to support cyber security awareness campaigns 
created by NSW Government and its partners.

Lead Prepare Prevent Detect Respond Recover
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Community of Practice and forums
Overview
Cyber Security NSW hosts a range of forums that support information sharing across entities, such as our Community 
of Practice (CoP), Small Agencies Forum, Local Councils Forum and the Cyber Security Awareness Working Group 
(CSAWG).

Service Type
Ongoing (membership required).

Availability
Quarterly meetings supported by dedicated Microsoft Teams channels.

Methodology
 • The CoP brings together cyber professionals, leaders and those interested in cyber security from across NSW 

Government to provide regular updates and foster knowledge sharing.

 • The Small Agencies Forum has a similar remit to the CoP, but is specific to cyber security professionals from 
NSW Government agencies, statutory bodies and state-owned corporations.

 • The Local Councils Forum has a similar remit to the CoP but is specific to NSW local councils and creates a 
community to exchange information relating to issues, trends and threats encountered in local government.

 • Each forum is supported by a dedicated Teams channel to quickly share relevant updates and material of interest 
to members.

 • Contact Cyber Security NSW to request membership to a forum or for more information.

Outcome 
 • Membership of the CoP or other relevant forums, including access to member-only materials through the 

dedicated Teams channels.

 • Attendance at quarterly meetings (including online and in-person events) and access to forum materials.

Benefit to Entity
Access to a community of practitioners sharing regular cyber security updates and relevant materials.
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Exercise-as-a-service (EaaS)
Overview
Cyber Security NSW designs and facilitates bespoke discussion-based cyber security incident response exercises to 
assist NSW Government entities in testing and refining their incident response plans and procedures. Regular testing 
of cyber incident response plans and procedures is a mandatory requirement under the NSW Cyber Security Policy.

Service Type
Available on request.

Availability
Typically 5-7 weeks from initial request, dependent upon resource availability and scope of exercise.

Methodology
1. Entity contacts Cyber Security NSW to obtain information pack and request exercise.

2. Cyber Security NSW evaluates the request and meets with the entity for initial discussion, followed by request for 
documentation for review.

3. Cyber Security NSW develops a concept document and scenario narrative in collaboration with the entity.

4. Once endorsed, Cyber Security NSW prepares all exercise materials, then facilitates and observes exercise play.

Outcome 
 • Following the exercise, an after-action report is provided to the entity that outlines key observations, insights and 

recommendations relating to the exercise objectives.

 • Cyber Security NSW conducts a follow-up with entity regarding actions arising from the report.

 • Report can be used to inform changes to procedures and processes to improve resilience.

Benefit to Entity
Insights into the entity’s performance in relation to exercise objectives, which can inform future changes to improve 
resilience. 

Lead Prepare Prevent Detect Respond Recover
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Access to external learning platform
Overview
Access to hundreds of accredited short courses and microcredentials through an external learning platform.

Service Type
On demand (subject to availability of licences). 

Availability
Service availability is limited by the number of licences. 

Methodology
 • Cyber Security NSW administers access to an external learning platform for users across NSW Government.

 • Cyber Security NSW provides support to learners, including communications on course availability, annual 
training competitions, and goal setting and course recommendations.

 • A regular audit of active users is conducted to ensure licences are being utilised, and if a learner is offboarded, 
further licences are offered on a needs basis.

 • Exam costs and certifications are not funded by Cyber Security NSW, but can be undertaken by learners (or 
sponsored by their entity).

Outcome 
 • Access to globally recognised training providers/vendors, with more than 560 courses and pathways to 

microcredentials.

 • Increased knowledge and skills for cyber professionals of all levels.

 • Administrative and learner support provided by Cyber Security NSW in conjunction with the learning platform 
provider.

Benefit to Entity
Access to recognised training providers and specialist vendors to upskill workforce.

Lead Prepare Prevent Detect Respond Recover
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Advice and Guidance
Templates and resources
Overview
Templates and resources to help entities create the following, among other plans and policies: Incident Response 
Plan, Access Control Policy, Information Security Policy, and Acceptable Use Policy. Resources include the Uplift 
Toolkit and Risk Toolkit.

Service Type
Available upon request.

Availability
Typically within 2 business days, dependent upon resource availability.

Methodology
There are multiple ways to access the templates and resources. Entities can: request documents from Cyber Security 
NSW; find documents on Microsoft Teams pages, such as the CoP channel; or request access through governance 
committees. 

Outcome 
Tools help agencies create their own cyber security documents, removing the need to outsource the creation of 
documents, processes and guidance. 

Benefit to Entity
The readily available templates and resources generate a cost saving for the agency, while also building internal 
skills and competencies.
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Policy advice
Overview
Cyber Security NSW provides cyber security policy advice, addresses general policy queries and directs entities to 
the appropriate stakeholders if required. 

Service Type
Available as required.

Availability
Typically within 1-2 business days, dependent upon resource availability.

Methodology
1. Entity requests advice from Cyber Security NSW. 

2. The scope of the request is determined.

3. Cyber Security NSW consults with the wider branch or outside of the branch to provide a response.

4. Response is reviewed. Depending on the nature of the request, it may be reviewed by senior members of Cyber 
Security NSW.

5. Response is provided to the entity.

Outcome 
Assistance with the entity’s cyber security policy query, and where necessary, referral to the appropriate stakeholder.

Benefit to Entity
Entity receives timely and approved advice on their query, saving time and resources.
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NSW Cyber Security Policy guidance
Overview
Advice on implementation of the NSW Cyber Security Policy, including resources and templates to assist with its 
implementation, and extensive guidance documents on its mandatory requirements and the ACSC Essential Eight 
controls.

Service Type
On demand and as required.

Availability
Typically within 1-7 business days, dependent upon the nature of the request.

Methodology
1. Entity requests advice from Cyber Security NSW. 

2. The scope of the request is determined.

3. Response is reviewed, and depending on the nature of the request, it may also be reviewed by senior members of 
Cyber Security NSW.

4. Response is provided to the entity.

Outcome 
 • Entities have a better understanding of how to implement the NSW Cyber Security Policy, saving money on cyber 

security maturity uplift and reducing the reliance on, and cost of, services provided by consultants and managed 
services.

 • Guidance and the NSW Cyber Security Policy itself are continually updated and improved, leading to less 
regulatory red tape in implementation of the policy (saving time and cost).

Benefit to Entity
Clear advice on implementation of the NSW Cyber Security Policy.

Lead Prepare Prevent Detect Respond Recover
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Local government guidelines
Overview
The Local Government – Cyber Security Guidelines allow councils to assess their cyber security maturity and plan 
their maturity uplift. The guidelines outline cyber security standards and controls recommended by Cyber Security 
NSW for NSW Local Government.

Service Type
On demand.

Availability
Typically within 2 business days.

Methodology
There are multiple ways to access the Local Government – Cyber Security Guidelines:

 • request the documents from Cyber Security NSW; or

 • find documents on Cyber Security NSW’s Teams channels, such as through the CoP channel.

Outcome 
 • Councils can self-assess their cyber security maturity, generating savings from not having to outsource this work.

 • Councils can follow simple steps to increase their maturity, reducing the likelihood, impact and cost of cyber 
attacks.

Benefit to Entity
Councils have clear guidelines to uplift their cyber security maturity.

Lead Prepare Prevent Detect Respond Recover
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Maturity uplift assistance
Overview
Receive feedback on NSW Cyber Security Policy maturity reports and advice on how to meet uplift requirements (see 
also: Digital Restart Fund advice).

Service Type
On demand.

Availability
Typically 1-7 days, dependent on resource availability.

Methodology
1. Entity requests advice from Cyber Security NSW. 

2. The scope of assistance required is determined.

3. Cyber Security NSW makes assessments and holds consultations as required.

4. Further discussions are conducted with the entity as required.

5. Entity receives feedback. 

Outcome 
 • Clear, timely and approved advice on how to best target resources for uplift activities leads to considerable 

savings, freeing up funding for other important cyber security initiatives. 

 • Feedback increases compliance with maturity assessments, leading to quantifiably enhanced cyber security 
maturity that reduces the likelihood, impact and cost of cyber attacks. 

Benefit to Entity
Clear advice on how to meet maturity requirements and improve cyber security capability.

Lead Prepare Prevent Detect Respond Recover
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Whole-of-government advice
Overview
Advice on whole-of-government submissions, papers for consultation and other major cyber security decisions, as 
required by senior executives.

Service Type
On demand.

Availability
Typically within 7-30 days, dependent on complexity of request and resource availability.

Methodology
1. Request advice from Cyber Security NSW. 

2. Cyber Security NSW may have further questions before consultation begins.

3. Consultation with relevant parties within Cyber Security NSW, and externally if appropriate.

4. Further consultation with customer if needed.

5. Cyber Security NSW comments are consolidated.

6. Response is provided.

Outcome 
 • The whole-of-government advice is strategic and shapes NSW policies in ways that align with Cyber Security 

NSW’s strategic goals. 

 • The provision of whole-of-government advice provides situational awareness to identify current and future 
opportunities to strengthen the cyber security maturity of NSW Government agencies and clusters. 

Benefit to Entity
Clear advice on how to meet maturity requirements and improve cyber resilience.
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Digital Restart Fund advice
Overview
The Digital Restart Fund (DRF) is administered by the Department of Customer Service and is designed to support 
digital and information and communication technology initiatives. Cyber Security NSW provides high-level strategic 
advice to agencies submitting a DRF business case under $5 million.

Service Type
On demand. 

Availability
Typically provided within 1-5 business days, dependent on resource availability and complexity of the submitted 
business case documents.

Methodology
1. Entity submits business case to Cyber Security NSW. Entities may also reach out to Cyber Security NSW for 

general business case advice prior to draft submissions.

2. Cyber Security NSW conducts a strategic review of strategic cyber security concerns.

3. Cyber Security NSW sends a final recommendation report by return email (recommendations may also be 
provided verbally or in a shortened form depending on the urgency of the request).

Outcome 
The final recommendation report will address the following areas of concern (if relevant):

 • scope – e.g. whether: funding exceeds $5 million; items are out of scope for cyber uplift; ongoing and existing 
business-as-usual costs have been included; funding requests outside of the funding window overlap with current 
Cyber Security NSW initiatives, etc.

 • feasibility – e.g. overly ambitious scope for planned time and budget, no consideration for handover activities, 
no consideration for ongoing funding after uplift, high-rated residual risks that might jeopardise success of the 
project, etc. 

 • general clarification – e.g. the DRF template or additional Appendix E is incomplete or not provided, etc.

 • other additional information that should be provided.

Benefit to Entity
The entity receives clear and tailored advice that addresses the scope and feasibility of the DRF application, and 
outlines any missing or incomplete information.

Lead Prepare Prevent Detect Respond Recover

28 Cyber Security NSW Service Catalogueinfo@cyber.nsw.gov.au



Lead Prepare Prevent Detect Respond Recover

DMARC support
Overview
Ongoing support to agencies and councils who have implemented domain-based messaging authentication, reporting 
and conformance (DMARC) controls on their domains. This may include implementation and configuration guidance or 
support in diagnosing ongoing issues and incidents.

Service Type
Ongoing.

Availability
Typically within 1-2 business days. 

Methodology
 • Submitted incident and general support requests are triaged by Cyber Security NSW. Verified DMARC incidents 

impacting email delivery are prioritised and investigated.

 • The whole-of-government DMARC reporting platform and various external tools are used to help diagnose 
DMARC issues.

 • Cyber Security NSW provides DMARC reporting platform onboarding, training and support for entities.

 • The external DMARC vendor is engaged to escalate issues and provide expert guidance where required. 

Outcome 
Entities can obtain advisory support for implementation, maintenance and analysis of issues and incidents as 
required.

Benefit to Entity
Minimised email sending outages related to DMARC issues, and decreased risk of email spoofing and phishing 
attacks using a NSW Government domain.
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Strategic cyber security assurance
Overview
Cyber risk advice and expertise for projects, working groups, request for tenders (RFTs), ICT Assurance Framework 
(IAF) registrations, gateway reviews, systems and risk assessments that have strategic priority for NSW Government.

Service Type
Ongoing, dependent on resource availability.

Availability
Typically 2-8 weeks.

Methodology
1. Entity submits request. 

2. Cyber Security NSW assesses request to determine whether it meets the criteria of having a whole-of-government 
impact. If it does, and the required resources are available, Cyber Security NSW will provide resources to assist 
with the assurance activity.  

3. Cyber Security NSW conducts reviews and develops an assessment to advise the entity. 

4. Advice on risk position and possible mitigation strategies are provided to the entity. 

Outcome 
Improved cyber risk position and suggestions for mitigation strategies.

Benefit to Entity
Deeper understanding and improvement of cyber risk position.

Lead Prepare Prevent Detect Respond Recover
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Cyber Insights Panel
Overview
The Cyber Insights Panel is designed to facilitate a data-driven, risk-based discussion between Cyber Security NSW, 
key stakeholders in individual clusters and agencies, and an independent advisor, to ensure that cyber security is 
being considered as a whole-of-business risk and to help guide cluster/agency leaders in uplifting cyber security. 

Service Type
Ongoing, subject to resource availability. 

Availability
Following a request, it typically takes 8 weeks to schedule a panel with the required stakeholders. Currently only 
available to clusters and agencies. 

Methodology
1. Cyber Security NSW leads the coordination of the Cyber Insights Panel, scheduling a date where the NSW 

Government Chief Information & Digital Officer, an independent advisor and key stakeholders from the cluster/
agency and Cyber Security NSW can attend. 

2. Ahead of the panel, Cyber Security NSW works with the cluster/agency to collect qualitative and quantitative 
data, identifying risks, trends and other areas for further exploration. 

3. At the panel, attendees discuss and share industry best practice, Cyber Security NSW’s service offerings and 
expert advice to guide the agency/cluster in addressing their risks and improving their cyber resilience. 

Outcome 
 • A Cyber Insights Panel Executive Report is provided to the participating cluster and/or agency to help implement 

best practice and areas for consideration, as identified through the panel discussions.

 • Impartial industry expertise from the independent advisor to guide best practice in cyber security. 

 • Advice and guidance on how Cyber Security NSW’s products and services can support the entity’s cyber security 
uplift.  

Benefit to Entity
Entity leaders have a deeper understanding of: cyber security as a business continuity risk; cyber security best 
practice; how Cyber Security NSW can support cyber security uplift.

Lead Prepare Prevent Detect Respond Recover
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Best practice advice
Overview
Best practice information on various cyber security matters that are of strategic importance to NSW 
Government.

Service Type
Ongoing, subject to resource availability.

Availability
Typically 2-8 weeks.

Methodology
1. Entity requests support from Cyber Security NSW. Cyber Security NSW will then determine whether the 

request is strategically beneficial before proceeding. 

2. Scope of investigation is defined.  

3. Information on subject is gathered and analysed for relevancy. 

4. Advice written to align with the objectives of the requesting entity.  

5. Advice is provided directly to the entity and published through appropriate channels.

Outcome 
Written guidance for entities on using systems or services in a manner that minimises cyber risk.

Benefit to Entity
Improved configuration and use of systems or services with recognised cyber risk.

Lead Prepare Prevent Detect Respond Recover
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Strategic cyber security contract advice
Overview
Provide support for contract development and negotiation, where there is a strategic importance to NSW 
Government, to ensure cyber security is appropriately addressed.

Service Type
Ongoing, subject to resource availability.

Availability
Typically 2-8 weeks.

Methodology
1. Entity submits request to Cyber Security NSW. Before proceeding, Cyber Security NSW will determine whether 

there is a strategic need for this service. 

2. Cyber Security NSW gains an understanding of the intended contract outcome and the data involved in the 
contract or service.  

3. Cyber Security NSW identifies areas where cyber security should be addressed and suggests language 
adjustments or new inclusions.  

4. The intent of any cyber clauses and the impact on cyber risk and resilience for the subject of the contract is 
communicated. 

5. Negotiations are undertaken to obtain the highest possible cyber security protection for the individual 
circumstances.

Outcome 
Appropriate cyber treatment made in the contract. An understanding of changes, inclusions and the risks of areas 
that could not be resolved satisfactorily.

Benefit to Entity
Reduced cyber risk in contracts and improved resilience of the entity.
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Threat Intelligence
Threat assessments
Overview
Collection, analysis and reporting on specific threats and issues as defined by the requesting entity.

Service Type
Available on request.

Availability
Typically 1-2 weeks from request, dependent on resource availability.

Methodology
 • NSW-specific analysis from a wide variety of open and closed sources. 

 • Production of a threat assessment tailored to a specific context, such as an individual entity, sector or capability.

Outcome 
Intelligence briefs, reports and threat briefings supplied to the entity.

Benefit to Entity
Ability to focus on the threats most likely to affect a specific government entity, enabling consideration of 
appropriate controls and responses. 

Lead Prepare Prevent Detect Respond Recover
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Intelligence products
Overview
Reporting on threats proactively identified by Cyber Security NSW.

Service Type
Ongoing.

Availability
Subscription based.

Methodology
 • Producing analysis specific to NSW Government from a wide variety of open and closed sources. 

 • Dissemination of intelligence intended to inform government entities of specific threats or security issues of 
concern.

Outcome 
Alerts, advisories, briefs and reports disseminated via email to approved stakeholders.

Benefit to Entity
Ability to focus on threats and issues most likely to affect NSW Government as a whole, enabling proactive mitigation 
and decisive action. 

Lead Prepare Prevent Detect Respond Recover
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Dark web monitoring
Overview
Dark and clear web monitoring for key terms and topics of specific interest to the requesting entity. 

Service Type
Available on request.

Availability
Typically within 1-7 days, dependent on urgency, requirements and resource availability.

Methodology
Automated and ad-hoc searching of dark web repositories based on agreed requirements for information that 
may indicate a cyber threat to the requesting entity.

Outcome 
Surfacing of information regarding threats, credentials for sale, leaks and groups targeting government 
entities.

Benefit to Entity
Proactive alerting to potential threats that are not yet widely known, allowing a considered and measured 
response.

Lead Prepare Prevent Detect Respond Recover

36 Cyber Security NSW Service Catalogueinfo@cyber.nsw.gov.au



Incident Response
Incident triage and containment
Overview
Assistance, coordination, advice and team augmentation as required in response to reported cyber security incidents. 

Service Type
Upon notification of an incident.

Availability
24/7 response.

Methodology
1. The entity reports a cyber security incident to Cyber Security NSW via email (report@cyber.nsw.gov.au) or, for 

time-critical cyber security matters that require urgent support, the 24/7 reporting hotline 1300 NSW CIR (1300 
679 247). 

2. Cyber Security NSW triages incoming incident notifications and provides an appropriate level of incident 
coordination and assistance, as agreed with the customer. This can involve technical and forensic analysis and 
advice, intelligence support and monitoring, and coordination across government, law enforcement and regulatory 
bodies. 

Outcome 
Supporting potential and actual victim entities in response to cyber security incidents through added capability, 
capacity and experience.

Benefit to Entity
Guidance and practical assistance to achieve the best possible business outcome in the shortest time and effectively 
mitigate cyber threats and risks arising from cyber security incidents.
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Department of Customer Service

McKell Building  
2-24 Rawson Place Sydney NSW 2000 

Office hours:  
Monday to Friday  
9.00am — 5.00pm

E:  info@cyber.nsw.gov.au  
W: digital.nsw.gov.au/policy/cyber-security
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