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Executive summary

This report aims to help the NSW Government prepare to meet the risks and opportunities
created by ‘the metaverse’: a collection of immersive, computer-generated virtual worlds in
which to ‘work, play, relax, transact and socialise’' Should the metaverse and its enabling
technologies mature quickly and become widely adopted, the NSW Government aims to be
ready to take advantage of the opportunities it provides and to mitigate the risks it creates.

What is the metaverse?

Exactly what systems and technologies are encompassed in the term ‘metaverse’ is not
universally agreed upon. For this report, a metaverse application is a software application
that possesses the following three properties:

1. apersistent virtual world (users join a world that continues to exist and change even
when they’re not present)

2. presence (users feel as though they’re ‘really there’)
3. social connectivity (users can interact with each other).

The report generally considers technologies, services, platforms and applications that have or
enable these properties to be part of ‘the metaverse’.

Today, metaverse applications typically run on virtual reality (VR) or augmented reality (AR)
headsets. These headsets give users the sensation that they are present in a virtual world by
fooling the senses with imagery and sound that respond to the motion of a user's head and
body.

e VR headsets fully replace the user’s surroundings with a digital alternative, so are
today used for activities like gaming, exploring virtual art galleries, or socialising in
virtual chat rooms.

e AR headsets still allow a user to see their surroundings, but ‘augment’ those
surroundings with digital objects or annotations. This makes AR headsets useful in
applications that still require the user to be present with their surroundings: an AR
headset might, for example, provide a schematic overlay of a machine for a
maintenance worker assembling it.

Contrary to marketing hype, the metaverse is currently at an early stage of development. It is
best thought of as a collection of separate VR and AR applications with social aspects, rather
than a single, connected ‘virtual internet’ as originally depicted in science fiction.


https://www.zotero.org/google-docs/?uJpXkF

Opportunities and risks created by the metaverse

The metaverse and its enabling technologies are general purpose. Metaverse applications
may be useful in many domains including education, health and aged care, art and tourism,
asset management, emergency services and community support. Across domains, metaverse
applications may help in:

bringing people together (for example, a VR application supporting virtual family visits
to aged care facilities during Covid-19 lockdown)

assisting people with contextual information about their activities (for example, an
AR ‘hologram’ of a remote expert collaborating with a field maintenance worker)

providing people a model of the real world (for example, a VR re-creation of a
damaged building that can be examined for emergency response planning)

giving people experiences (for example, a virtual reality art gallery that users can
explore together)

transporting people out of their environment (for example, a virtual outdoor world
for people confined indoors due to illness).

Metaverse technologies also introduce risks, however. Some of these risks are apparent from
similar technologies already in more widespread use, including:

exposing people to anti-social and abusive behaviour (for example, physical threats
and intimidation, already common online, made more impactful by the sense of
presence the metaverse provides)

excluding people (for example, by providing a service that can only be used with a VR
headset, which are expensive and can cause nausea and dizziness for some people)

violating people’s privacy (for example, by gathering and using personal data like
body language, facial expressions, gaze direction and even heart rate, that can be used
to predict people’s identity, behaviour and preferences)

influencing people’s behaviour (for example, by amplifying the algorithmic influence
techniques used in social media with the metaverse’s richer sources of user data and
greater control of user experience)

denying people a livable environment (for example, by using the availability of virtual
worlds as an excuse not to improve living conditions in a real world accommodation
facility)



increasing social anxieties and disconnection (for example, over-reliance on VR for
escapism and communication affecting social competencies in the real world).

How the metaverse may involve the NSW Government

The NSW Government is already undertaking projects involving virtual reality (See Section
3.6), and some of these projects satisfy the metaverse definition above.

In the future, the government may take some or all of the following roles:

application user (for example, developing or procuring metaverse applications for use
by NSW public servants to assist them in carrying out their duties)

application provider (for example, developing or procuring metaverse applications
that provide services for the NSW public)

service provider (for example, by hosting an application programming interface (API)
that allows third parties to integrate NSW Government data into their metaverse
applications)

platform provider (for example, by creating a marketplace where developers can host
applications vetted as suitable for use by NSW schoolchildren)

regulator (for example, by ensuring commercial venues don’t circumvent NSW gambling
regulations through the use of augmented reality).

Recommendations

We share the government’s belief that it is not too early to start planning for a future where
the metaverse is more sophisticated and more widely adopted. We recommend that, initially,
the government focus on

building understanding of, and expertise in, the metaverse and its supporting
technologies

augmenting existing systems and infrastructure to support future metaverse
applications

starting to develop governance for the use of metaverse technologies by the NSW
Government.

In each of these work areas we have made a series of specific recommendations, summarised
below and explored in more detail in the referenced sections of the report.



Recommendations to build understanding and expertise

1. Examine the legal questions raised by metaverse applications (Section 5.1).
Adoption of metaverse technologies both by the NSW Government and the wider
public will raise new legal questions. Considering these questions now will help the
government understand and prepare to take on its roles as a metaverse user, platform
provider and regulator. Key questions include:

o What existing activities and products (such as computer games, phone apps,
websites and social networks) are legally relevant to the metaverse?

o Are there any circumstances where objects or locations in metaverse
applications could take on property-like elements?

o When are augmented reality objects ‘in’ a real-life location?

o Arethe data collected by metaverse applications appropriately regulated,
especially for children?

o  When would the NSW Government have obligations to ensure metaverse
services are accessible to all members of the NSW public?

o Are there circumstances in the metaverse where people have a right to their
own likeness, as instantiated in the form of an avatar?

2. Ensure NSW Police are equipped to address criminal activity in the metaverse
(Section 5.2). Many online crimes that are already within the remit of NSW Police will
occur in the metaverse. The sense of presence and immersion users feel in metaverse
applications may also increase the potential harm caused by (virtual) physical
intimidation or abuse. Additionally, given the foundational use of cryptocurrency and
Non-Fungible Tokens (NFTs) in some metaverse applications, it would be reasonable
to expect that the rampant fraud making use of those technologies will present
significant risks relevant to NSW Police.

Even if conduct falls short of the legal threshold of a crime, it may be important for
NSW law enforcement to be involved in prevention activities in the metaverse. The
NSW Police Force’s cyberbullying activities, for example, could be expanded to
encompass risks in metaverse applications.

3. Begin training key staff (Section 5.3). Deeper engagement with the metaverse in any
role will likely require NSW Government staff to gain expertise in new skills. This will
require training:



o leaders, who will need to understand when metaverse technology may be
useful, its risks and benefits, and their own responsibilities for establishing
effective governance of metaverse applications developed or used by the
government

o technical staff, who will need to understand the new content and behaviour
moderation challenges associated with VR, as well as the development
challenges of building metaverse applications such as 3D modelling, network
architecture and suitable API design.

4. Run a pilot to develop and release a metaverse application (Section 5.4). A pilot
will help build skills and experience in government, and help inform the development
of metaverse governance. Considerations for selecting a use-case for an initial pilot
include

o whether it provides an opportunity to build staff capability and enhance
existing NSW Government data, infrastructure and services (such as the Spatial
Digital Twin)

o whether it provides the three metaverse properties of a persistent virtual
world, presence, and social connectivity to achieve its purpose

o whether it augments, rather than replaces, an existing service or functionality

o whether the risks of unintended consequences can be predicted and
controlled.

Specific applications that may be suitable for an initial pilot include:
o avirtual tour of the Sydney Opera House (Section 4.6)

o aVRemergency services (police, firefighter and medical) training application
(Section 4.5)

o anARrail corridor maintenance application (Section 4.4)
o anemergency and disaster response planning visualisation (Section 4.5).

5. Establish a cross-departmental metaverse community of practice (Section 5.5).
This group would aim to bring together existing work with metaverse technologies
across government and to begin developing whole-of-government approaches and
resources to engage with the metaverse. This community could be internal, but could



also be open to other public sector or private employees, at the NSW Government’s
discretion.

Discussions with NSW Government staff have revealed a number of prototype
metaverse projects and research in the area, dispersed across different departments
(see Section 3.6). By establishing a metaverse community of practice, branches of the
NSW Government can share knowledge and insights from their research. This could
lead to a more cohesive overall NSW Government metaverse strategy, and encourage
collaboration between departments on new metaverse incentives.

Create a ‘metaverse experience lab’ (Section 5.6). Metaverse technologies,
particularly VR and AR, are new enough that many people have not experienced them
at all. Creating an ‘experience lab’ for NSW Government staff gives an opportunity for
the staff to have such a first hand experience in a controlled environment, and may
help develop staff’s intuition and judgement about their various roles with the
government’s work in the metaverse.

Cultivate broader collaborations for knowledge sharing (Section 5.7). Events
bringing together metaverse researchers and practitioners from governments,
universities and private industry across Australia can expose NSW Government staff to
developments and ideas in the field.

Define the scope of the NSW Government’s interest in the metaverse to
differentiate it from cryptocurrencies and Non-Fungible Tokens (NFTs) (Section
2.4). Contrary to the marketing material of some metaverse developers and platforms,
cryptocurrency and NFT technologies are not required to define ownership or enable
commerce in the metaverse.

Cryptocurrency demonstrates no benefit when used to purchase virtual items when
compared to fiat currencies. Similarly, the claim that NFTs enable ownership of virtual
items to be recognised across different metaverse worlds is misleading. The record of
ownership of an item and the effective rights that it grants a user is entirely at the
whim of the operators of a virtual world. This is true whether or not the record is stored
as an NFT on a blockchain or as an entry in some other type of database.

The NSW Government will likely have to examine cryptocurrencies and NFTs in other
contexts, for example as they relate to taxation, financial regulation and crime. If
cryptocurrencies and NFTs continue to see use and adoption, then they may become
common within metaverse applications. However, we believe they should still be
considered a distinct area of concern.



Recommendations to augment existing systems and infrastructure

9.

10.

11.

Consider how the NSW Government’s digital identity systems can accommodate
metaverse use cases (Section 6.1). Metaverse use cases could include applications
and services delivered by NSW Government, as well as 3rd party metaverse
applications that would benefit from being able to verify a NSW resident’s identity
through a digital identity APl under appropriate circumstances.

Given that metaverse adoption is still relatively low, there may be novel requirements
for digital identity in the metaverse that have yet to emerge. We recommend that the
NSW Government, as a digital identity provider, assume that digital identity will be an
important service in the metaverse and consider what new technical, legal and
regulatory issues may arise as a result.

Consider augmenting NSW Spatial Digital Twin to better serve data to metaverse
applications (Section 6.2). The NSW Spatial Digital Twin (SDT) already provides API
access for third parties to use NSW Government spatial data in their web applications
and these APIs can be leveraged and further extended for many digital twin use-cases
that naturally benefit from the use of VR and AR.

For example, the existing SDT contains telecommunications and infrastructure data
intended to assist emergency response teams with understanding the locations of
valuable infrastructure during events such as bushfires. The use of an augmented
reality display of this data could enable firefighters to make better use of it.

Better AR/VR support in the SDT could also support a variety of useful, 3rd-party tools
for NSW residents. This could include, for example, using live Transport NSW
information to provide augmented reality overlays depicting the locations and routes
of NSW buses, trains and ferries, or using spatial data from local councils to provide
augmented reality overlays for building planning and approvals.

Identify gaps in NSW network infrastructure that may impair access to metaverse
applications (Section 6.3). Many homes and businesses in NSW lack high bandwidth,
low-latency internet access. This is particularly true in remote areas, some of which
don’t have internet access at all. Such lack of connectivity introduces problems for
accessing metaverse applications, many of which will require high-quality connectivity
to function. Many of the potential NSW Government use-cases described in Section 4
which would otherwise be useful for people in remote areas, such as remote learning,
may be impossible to deploy due to poor connectivity. Upgrades to connectivity will
therefore be critical to support wide access to metaverse applications for NSW
residents and businesses.



As a starting point for identifying and addressing specific connectivity gaps, the NSW
Government may wish to consider:

o

conducting a state-wide analysis of connectivity, in order to provide a
metaverse-ready view of the state to inform investment decisions

predicting the locations that might see greater early take-up of metaverse
applications and prioritise improving connectivity at these locations (for
example, remote areas using VR for remote learning)

running metaverse application trials in areas of good connectivity to better
characterise performance requirements

developing a connectivity investment plan that explicitly balances targeted
investments based on the likelihood of widespread use with the need to deliver
inclusive outcomes

investigating what implications the limited 5G and fibre broadband access in
remote areas has on metaverse connectivity

ensuring that the NSW Connectivity Strategy’s objective of bringing meaningful
digital connectivity to all citizens and achieving metro-equivalent standards
can be metin light of metaverse connectivity requirements.

Recommendations to start developing governance

12. Consider using Al governance as a model for metaverse applications (Section 7.1).
This could include developing instruments similar to the government’s Al Assurance
Framework, Al Strategy and Ethics Policy and Al Review Committee for metaverse
application governance.

Al and metaverse technologies are analogous in several respects:

o

both are complex, novel technologies with significant scope for benefit and
harm

both have ill-defined boundaries, with no clear definition on exactly which
systems should ‘count’ as Al or the metaverse

both require specialised, multi-disciplinary expertise to implement which may
not be widely present in the government

both often require procurement of products from third parties
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13.

14.

15.

o bothinvolve the collection and use of users’ personal data.

The NSW Government’s Al governance is already well-designed to address the above
challenges, making its use as a template for metaverse governance compelling.

Develop a set of responsible metaverse principles to inform detailed frameworks
and guidelines (Section 7.2). Again, this work could draw from the similar work done
by the government with Al governance. Principles developed for an Al setting such as
fairness, accountability, transparency, positive impact, and privacy, apply equally well
to metaverse applications as they do to Al systems.

More specific principles, intended for organisations developing platforms for online
communication (which would include metaverse applications), have been developed
by the Australian eSafety Commissioner. These principles emphasise:

e service provider responsibility
e user empowerment and autonomy
e transparency and accountability.

Being general in nature, principles typically need to be augmented with more detailed
guidelines or rules in order to inform specific design decisions.

Incorporate documentation of key design trade-offs into governance processes
(Section 7.3). Whilst principles act as aspirational targets, examining how to balance
competing objectives of such aspirations can help inform design decisions.

Explicit requirements to document and balance competing objectives could form part
of ensuring responsible use of metaverse technologies. The trade-offs could be framed
through the competing interests of involved parties, such as a metaverse application
developer, a NSW resident user, and the NSW Government regulator. More specific
trade-offs common to metaverse applications could also be documented and used as
a way to inform key design decisions.

Define ethical requirements for NSW Government metaverse applications
(Section 7.4). Such standards serve to guide internal design decisions and
procurement of 3rd-party technologies. The government could draw from existing
rules, for example those developed by Dr Louis Rosenberg (Chief Scientist for the
Responsible Metaverse Alliance). Rosenberg’s rules intend to control some of the
specific risks of the metaverse including:

11



16.

o manipulation of user behaviour through collection of their biometric data and
the use of Al to understand and control their emotional state

o fabrication of reality through undisclosed product placement and Al avatars
that interact with users, similar to ‘bots’ in current social media

o collection of behavioural and physiological data and its associated privacy
risks.

In addition to informing future regulation discussions, the NSW Government could
draw from the ethical requirements it defines to create a set of red lines for metaverse
applications itis involved in. Such red lines would inform the government’s own
development of metaverse applications as well as its engagement with other
metaverse providers.

Develop procurement guidelines and partnership strategies (Section 7.5). The
government’s existing IT procurement process could be straightforwardly extended to
incorporate considerations for metaverse technologies.

As the government is fully accountable for systems it deploys to end users — even if
the system involves third party elements — transparency of procured services is
crucial. Transparency is necessary for the government to understand and exercise
oversight on the metaverse applications it procures. Information such as how and
when data is collected and stored, how the product works, how it is tested, and the
potential negative impacts, are all as critical for metaverse applications as they are for
Al systems or any other large IT system. The provision of such information to the
government could be mandated as part of the procurement process.

12
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1. Introduction

This report aims to help the NSW Government prepare to meet the risks and opportunities
created by ‘the metaverse’: a collection of immersive, computer-generated virtual worlds in
which to ‘work, play, relax, transact and socialise’.! Should the metaverse and its enabling
technologies mature quickly and become widely adopted, the NSW Government aims to be
ready to

build, procure and deploy metaverse applications to improve services and outcomes
for NSW residents while minimising the risks of unintended harms

provide data and digital infrastructure to support NSW businesses in developing
metaverse applications and services

address legal and regulatory gaps to ensure safe and equitable outcomes from NSW
residents’ interactions with the metaverse

otherwise adapt to residents’ increasing interactions with metaverse applications
created by third parties.

This report identifies some of the first steps in preparing for these responses. It outlines

what the metaverse is and what technologies underpin it

the properties of metaverse applications that differentiate them from other digital
technologies

potential use cases for metaverse technologies that are relevant to the NSW
Government

risks from misapplication of these technologies by the NSW Government and others
along with potential approaches for minimising those risks

recommendations for capability-building activities that the NSW Government can
undertake.

1.1 Overview of the metaverse

Origins

The science fiction author Neal Stephenson introduced the original conception of the
metaverse in his 1992 novel Snow Crash: a single, persistent virtual world rendered by
computers and accessed with a virtual reality (VR) headset by millions of people
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simultaneously. In the original conception, the metaverse was a kind of immersive internet,
acting as the globally dominant location for commerce, recreation and socialising . A person
in a VR headset could shop on a virtual high street, meet friends at a bar or visit a museum
without leaving their living room. The virtual worlds in films such as The Matrix (1999) and
books such as Ready Player One (2011) draw heavily from Stephenson’s original vision.

A closely related concept, also originating from science-fiction, is the augmented reality (AR)
metaverse. In the AR metaverse, the structure and geography of the metaverse is still
informed by the real world. Wearing AR glasses augments the real world with layers of
additional computer-generated content such as objects and scenery that are a
near-permanent presence for users. Vernor Vinge’s 2006 novel Rainbows End is a famous
depiction of such an AR metaverse.

The metaverse today

The science fiction visions of the metaverse do not exist today, nor, we believe, are they likely
to be built in the near future.

Today, ‘the metaverse’ has come to be used as an encompassing term for all the various
multi-user virtual environments that currently exist. These are created by different companies
and individuals with different technologies on different platforms. They are generally
accessible by the internet but not connected to each other.?

The encompassing use of the term metaverse means that two different virtual worlds might
both claim to be part of the metaverse but have very different properties. Not all virtual
worlds that claim metaverse membership even use virtual reality for instance, instead being
accessible from phones and desktop computers.

Defining the metaverse

The variety of applications claiming metaverse status and the many definitions proposed in
the literature presents a problem for anyone wishing to discuss the metaverse in detail. This
report uses a definition based on 3 key properties shared by many metaverse applications:

A metaverse application is a software application incorporating a persistent virtual world, a
sense of presence, and social interaction.

We believe these properties are the most relevant to understanding the sources of the novel
opportunities and risks for the NSW Government that the metaverse creates.

Key metaverse properties
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e A persistent virtual world: Metaverse applications are typically built around a
computer-generated ‘world’ with locations users can travel to and objects they can
interact with. Changes made to the world are perceived by all users and are not reset
when a user logs off. The world may pause when no user is logged in, or it may
continue to run and evolve.

e Presence: Metaverse applications aim to give users the sensation that they are ‘really
there’, typically through the use of virtual or augmented reality headsets.?

e Social interaction: Metaverse applications allow multiple users to join virtual worlds
together and interact, for example by having virtual meetings, playing games or
co-designing objects or buildings.

How different combinations of these properties may be found in different applications is
depicted in Figure 1.1.

Persistent virtual world
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Figure 1.1: Depiction of the overlapping properties of the metaverse, and examples of
applications that possess them in different combinations. (Source: Gradient Institute)
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1.2 The metaverse’s novel opportunities and risks

Metaverse technologies are powerful, even at their current stage of development. Today a
metaverse developer can create a virtual world that is completely under their control, from
the sights and sounds, to the laws governing people’s behaviour and even to the laws of
physics. This world can then be joined by users from all around the globe, each of whom
increasingly feel ‘present’ in the world and with each other through virtual and augmented
reality.

The capability to create a shared virtual world such as this presents new opportunities to
improve work and life across many domains. However, it also creates risk of harm. Some of
these risks are already well established in areas like social media and online gaming, but
others will only emerge if and when metaverse adoption becomes more widespread.

The details of these opportunities and risks depend heavily on the specific use-case to which
metaverse technologies are applied. Section 4 lays out these opportunities and risks for
specific application areas relevant to the NSW Government. However, common themes from
that section are summarised below.

Opportunities

The metaverse and its enabling technologies can be applied across diverse domains including
education, health and aged care, art and tourism, asset management, emergency services
and community support. The private sector is already engaging with these; Case Western
Reserve University is using AR to teach students about anatomy”, for example, and Harley
Davidson is using AR to improve customers’ retail experience in their showrooms.®

Many of the examples outlined in Section 4 of this report cross over multiple application
areas. The metaverse’s propensity forimmersive remote social connectivity is applicable to
both people in nursing homes and correctional facilities. Immersive VR training simulations
could be useful for the emergency service, medical surgeries, and even for general workplace
behaviour monitoring. New possibilities for VR and AR art could be beneficial for tourism, or
even as a new medium for artists to showcase their work.

The following application classes capture opportunities this report has identified as relevant
to the NSW Government.

Metaverse application classes

e Bringing people together: By recreating many of the visual cues present in real social
interaction that are missing in phone or video conferencing, metaverse applications
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Risks

have the potential to improve the social benefits of remote interactions compared with
less-immersive alternatives like video conferencing.
Example: Virtual family visits to aged care facilities during Covid-19 lockdown

Assisting people with contextual information about their activities: Mixing virtual
elements into real-world environments presents opportunities to combine real- and
virtual social interaction, or to provide information to users that they can process
without diverting their attention.

Example: ‘hologram’ of remote expert collaborating with field maintenance worker

Providing people with a model of the real world: Many circumstances such as
emergency response require training or planning with high-fidelity models of the real
world. The ability to have shared, immersive experiences in such models may increase
their effectiveness compared to presenting them on flat screens, and also present an
alternative to real-world simulacrums in some circumstances.

Example: VR emergency and disaster response planning tool

Giving people experiences: Metaverse applications allow for shared interactions with
virtual spaces and objects, and could be used to create virtual art galleries or
performances, or to augment existing spaces with digital sights and sounds.

E.g. virtual art gallery

Transporting people out of their environment: There are some circumstances where
escaping an unpleasant but unavoidable environment may be desirable: the
immersion metaverse technologies provide may be one mechanism to achieve this
E.qg. virtual outdoor worlds for people stuck in confined spaces

Every particular metaverse use case will have its own unique risks. However, the properties of
metaverse applications and the technologies on which they are built suggest some risks that
may be common across many use cases.

Metaverse application risks

Exposing people to anti-social or abusive behaviour: Intimidation, bullying and
abuse have not been eliminated from social media and online gaming, and may prove
similarly prevalent in an immersive metaverse world. The impact from these negative
interactions may also be magnified by the immersive properties of the metaverse. A
virtual ‘physical’ assault, for example, may feel real to the victim, or at least engender
similar physical and emotional responses to an assault in the real world.®
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Excluding people: The hardware and software required to access metaverse
applications is still expensive, and the quality of network infrastructure required to
access it is not universally available (see Section 6.3). Many people also cannot wear
headsets for an extended period without feeling dizzy, such as for example, recent
mothers experiencing postpartum vertigo. This lack of universal accessibility to the
metaverse creates a risk that important services or opportunities are denied to some
parts of the population.

Violating people’s privacy: Metaverse applications are a rich source of personal
information for developers. In addition to developers being able to track where a
metaverse user goes and who and what they interact with, headsets used to access
metaverse applications can gather detailed biometric information that may include
body language, facial expressions and gaze direction.” Such highly detailed
information about the behaviour, attention and physical or emotional responses of
users creates novel and significant privacy risks.

Manipulating people: Metaverse applications may give developers powerful levers
with which to influence the behaviour of their users. Social media platforms already do
this with attention-maximising algorithms that learn from users’ clicks and reading
behaviour®, but metaverse applications have both richer sources of data about users
and more direct control over their experience. The risk is that such increased
information and control will lead to some of the same problems caused by algorithmic
control of social media such as increased polarisation, promotion of extremist
material, addiction and fragmentation of a shared worldview.>*

Denying people a livable environment: Creating a virtual world will be cheaper and
faster than improving the real world in many cases. This creates a risk that metaverse
applications are used to paper over poor-quality environments in facilities such as
prisons or aged-care homes.

Increasing social anxieties and disconnection: An over-reliance on VR as an
interaction tool may impact peoples’ ability to communicate in the real world. By
engaging heavily in an immersive virtual ‘life’ that can be curated and superimposed
onto a user’s online personality, users risk creating an identity disconnection that may
elevate social anxieties in the real world.™*

1.3 The future of the metaverse

Longer-term visions of the metaverse imagine a single virtual world or a set of highly
connected virtual worlds that users can move between at will.”* They imagine large fractions
of the population using augmented reality devices on a daily or near-constant basis, with
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semi-permanent overlays providing contextual information about many aspects of their daily
lives.'*'> Some metaverse materials even predict brain-computer interfaces that will bypass
sensory organs like ears and eyes and interact directly with the brain to achieve otherwise
impossible degrees of immersion.'®

This longer-term vision for the metaverse (closer to the oneillustrated in science fiction) is
highly speculative, and we believe is too far away and too uncertain for the NSW Government
to begin preparing for in earnest. This report therefore focuses on current-term and near-term
metaverse technologies.

In the near term, we believe that metaverse applications will remain unconnected or only
loosely connected through means such as the ability to move an avatar or certain items
between worlds. Current restrictions on the number of users that can be simultaneously
present in metaverse virtual environments (currently in the 10-1000 range) will be relaxed
gradually, probably involving compromises that constrain the visual fidelity of avatars further
away, or limit the number of avatars that can be present in a given area.

1.4 This report

Audience of this report

This report is intended for the NSW Government policy makers, ministers and staff.
Navigating this report

Following this introduction, Section 2 examines the metaverse and metaverse applications in
more detail. It describes some key properties of metaverse applications that differentiate
them from various existing technologies and approaches.

Section 3 gives an overview of the metaverse as implemented today, with a particular focus
on the investment in metaverse technologies around the world and uptake amongst
governments, private industry and the public. It also provides a brief description of some
applications of metaverse technologies already in use by the NSW Government.

Section 4 examines potential future metaverse applications that may involve the NSW
Government in different ways. This may be as a creator, user or regulator of metaverse
applications or enabling technologies. The section focuses specifically on the potential harms
and benefits associated with applying metaverse technologies in different contexts.

Finally, Sections 5-7 present the report’s recommendations. Section 5 presents approaches
for the government to build knowledge and experience metaverse technologies. Section 6
recommends augmenting existing NSW Government infrastructure and systems to better
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integrate with the metaverse, focusing on digital identity and the NSW Spatial Digital Twin.
The report concludes with recommended elements of metaverse governance in Section 7.
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2. Properties of metaverse applications

Three key properties define metaverse applications in this report: a persistent virtual world,
presence, and social connectivity. This section examines each of these properties and the
various technologies that enable them.

2.1 Property 1: A persistent virtual world

Metaverse applications are typically 3D persistent virtual worlds experienced in the
first-person, similar to ‘first-person’ computer games. There are locations users can travel to
and objects users can interact with. They are typically persistent, in that they do not reset to
an initial configuration but change over time (possibly through interactions with users). Users
are present in the virtual world through their ‘avatar’: a 3D representation of themselves that
may or may not resemble how they look in reality.

Enabling technologies
3D modelling

Techniques and tools to construct, texture, and animate 3D objects and environments are
well-established in computer-aided design (CAD) and computer game development, as well
as TV and cinema. These tools support output that can be highly detailed, realistic or stylized.
Through 3D scanning and photogrammetry, real objects or locations can be recreated digitally
with high fidelity.

Game engines

Game engines are software tools used to create virtual worlds. Unlike the rendering tools used
to generate TV or cinema effects, game engines render 3D sound and vision in real time:
meaning it is possible for the world to be interactive, reacting to the inputs of users as they
occur. Game engines are responsible for a number of tasks in a virtual world including

e rendering, which turns mathematical representations of digital objects into visual
output for display in a headset or screen that accounts for lighting, shadows, colours
and textures

e simulating physics and other processes, such as ensuring that a lamp falls to the
ground and smashes if a user pushes it off a table

e simulating ‘non-player-characters’ (NPCs); avatars controlled by software rather than a
human.
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Examples of game engines commonly used for metaverse-style worlds include Epic Games’
Unreal engine and Unity Technology’s Unity engine.'"®

Typical elements

o Awell-defined geography: The virtual world has locations users can travel to,
perhaps corresponding to the real world’s geography or a completely invented one.
The world might have buildings and open spaces like a modern city, or be under water,
in space or in some other fantastic setting.

e 3D representation: The virtual world has length, depth and height just like the real
world, and can be examined from different positions, angles and locations. This is
contrasted with many 2D computer games that show a flat, drawing-like world or a
pseudo-3D world rendered from a fixed perspective.

e Interactivity: The virtual world has interactive elements: objects can be picked up,
manipulated and interacted with. Potentially, buildings or the landscape itself may be
able to be altered by users.

e Persistence: Changes made to the world persist over time. This is in contrast to a
world that resets every time a user logs in. Changes may be caused by users’
interactions, developers’ interventions, or simulated dynamics of the world itself. Time
in the world is sometimes frozen when no user is present, or it may continue to pass.
This means, for example, that a user may notice changes that have occurred while they
have been disconnected from the metaverse application.

Current limitations

e Rendering fidelity: There are currently significant limitations on the complexity and
visual fidelity of virtual worlds when using virtual or augmented reality technologies.
The computing power available for rendering on headsets requires compromises
between:

o high frame rates required to combat cyber-sickness
o high resolutions needed to render to screens very near the eye

o high levels of geometric and lighting complexity to reproduce many natural
scenes.

These issues may be ameliorated by offloading some or all rendering to a dedicated
desktop or server, however the network bandwidth and latency to that server then
imposes its own limitations.
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Figure 2.1: Mark Zuckerberg takes a selfie in Meta’s VR Horizon Worlds. Low geometric
and lighting complexity are a consequence of the limited computing power of the Meta
Quest 2 headset for which Horizon Worlds is designed.*

e Simulation complexity: Many natural and human processes are too computationally
expensive or too poorly understood to simulate in a virtual world. Phenomena such as
object deformation, turbulent fluid flow, chemical and biological processes and many
others are infeasible to simulate today in many cases, for example. Virtual worlds use
simplifications and/or visual tricks to give the appearance of complex phenomena like
these.

2.2 Property 2: Presence

Metaverse applications use virtual and/or augmented reality to immerse users in their virtual
worlds, giving them a strong sense of presence. Rather than viewing the world from the
outside, akin to watching a movie, users get the sense that they are ‘really there’.

Enabling technologies
Virtual reality (VR)

Virtual reality replaces the real world around the user with an alternative. A user may be
sitting in their living room, but in virtual reality they are taking a tour of (a computer
recreation of) the Eiffel Tower. To an extent the user is perceiving the virtual world as if they
are there: they can turn their head to view the scene from different angles, and stand up from
their living room chair to help them gain a better view.
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Today, virtual reality experiences are most commonly produced by headsets, devices
somewhat akin to large ski goggles that users wear over their eyes. Each eye sees its own
small video display to allow for stereoscopic 3D imagery to be presented, and hear spatial
audio from headphones either built into the headset or worn separately.

I}

Figure 2.2: Researchers in Germany using a VR headset and motion controllers to demonstrate
how astronauts might use VR to train how to extinguish a fire inside a lunar habitat.”

Augmented reality (AR)

Another approach to completely replacing the real world with a virtual alternative, is to
‘augment’ the real world with additional (virtual) features. This is the approach taken by
augmented reality (AR), which for example, can place virtual posters on real buildings, or
display information about a person that appears to hover over their head.*

Like virtual reality, augmented reality can be delivered via a headset-like or glasses-like
device, however at its current stage of development it is most commonly accessed via mobile
or tablet camera overlays. Users wearing AR headsets can navigate without bumping into
things, but their visual and audible experience is augmented with sights and sounds the
headset is overlaying on the real world in such a way as to make them seem real. AR headsets
may use semi-transparent displays that let light from the real world in, or may be more similar
to VR headsets and use outward-facing cameras to recreate the augmented scene in its
entirety on opaque displays.
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One feature of augmented reality is that additional information can be provided to users in
their current sensory context: for example, a user conducting a field repair of a generator can
have the service manual in their field of vision, perhaps even with relevant parts visually
highlighted as needed.

Flgure 2.3: Asmartphone augmented reality application by artist Vishal Dar, that adds abstract
light sculptures in response to the environment.?

Mixed reality (XR)

When speaking generally about virtual reality, augmented reality, or a mixed experience in
which some participants are using either technology, it is common to use the term mixed
reality (XR).

Typical elements

e Experienced in the first person: The virtual world is experienced in the first-person,
similar to ‘first-person’ computer games. This means that the view into the world is
rendered from the perspective of the user’s eyes. First-person contrasts to a
third-person view, common in ‘role-playing’ computer games in which the view into
the world is rendered from the perspective of a floating camera tracking the user from
above or behind.

e Stereoscopic visuals: A headset presents each eye with a different image, calculated
so that the brain perceives depth correctly as it would in a real scene.
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e Head tracking: In order to adjust the images displayed to each eye as the user moves
their head, headsets must track the head’s position in space. Head-tracking can be
accomplished with the help of external sensors or markers placed about the user’s
room, or through sensors (cameras, gyroscopes and accelerometers) built into the
headset.

e Spatial audio: Sounds appear to come from the direction they should, get softer as
the source gets further away in the virtual world, and can even seem to be muffled
when occluded by virtual objects.

e Avatar: Users typically inhabit a virtual body in the metaverse world called an avatar.
This may resemble them physically or not, and may not even be human. Users look
out the avatar's eyes’ and control its motions through keyboard, hand controls or
motion tracking.

e Body tracking: Tracking more aspects of the users body allows for a higher fidelity
recreation of them in the virtual world. For example, modern headsets typically track
the hands to allow users to see them to aid picking up virtual objects.”® New headsets
arriving on the market will track gaze direction, facial expressions and positions of
more of the body (like legs) to improve the fidelity of avatars from the perspective of
other people in the virtual world.***

Current limitations

e Cyber sickness: Human balance systems can be sensitive to inconsistencies between
their visual inputs and those from their inner ear. Such inconsistencies cause not only
sea-sickness, but ‘headset-sickness’, where users of XR headsets feel dizzy, nauseous
and get headaches after prolonged use.” Improving headsets’ head tracking
capabilities and decreasing the latency in their displays will likely reduce the
frequency and severity of this effect. However, many users today find the current
generation of headsets impossible to wear for extended periods.”

e Placing objects in a complex scene: AR, despite making fewer changes to the user's
perception, is more difficult to implement than fully replacing a user’s perception as
with VR. Not only does the headset have to account for the virtual elements in a scene,
it also must be able to understand the geometry and lighting of the user’s real-world
environment to be able to integrate those new elements convincingly. Many of the
current ‘augmented reality’ products are really ‘heads-up displays (HUDS)’ which are
standard screens overlaying information onto the users’ field of vision without
attempting to integrate that information into the scene.
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e Senses beyond hearing and vision: Other sensory phenomena are increasingly being
added to the virtual reality experience but the work is at an early stage and is low
fidelity. Haptic gloves or suits can mimic the physical sensation of interacting with
objects and are expected to reach the mainstream market shortly*’, and some
companies have experimented with smell-dispensers to further increase the sensation
of immersion.?®

2.3. Property 3: Social connectivity

Metaverse applications allow multiple users to join virtual worlds together and interact with
each other. Current metaverse applications include the ability for people to have virtual
meetings, play games, create art, and design objects or buildings.”

Enabling technologies
Social networks

Social media such as Facebook, Instagram, Twitter and TikTok rely on an underlying social
network of connections and interactions between individuals. This network informs
inferences about what content may be of interest to a particular individual, who they might
interact with in the future, and what content may ‘go viral’.

Given the interest in the metaverse from social media companies, it is reasonable to expect
that these same approaches will find use in the metaverse. Explicit friendship links, similar to
social media, exist in many metaverse applications. These may soon be augmented with
‘implicit’ links, inferred by the metaverse application from user behaviours. Implicit social
relationships could be inferred, for example, by noticing people stopping to talk to each other,
sharing a physical space, or even making eye contact.

Typical elements

e Shared presence: Users can simultaneously navigate and interact with one anotherin
a virtual space as if they were physically in the same room.

e Long-distance communication: Users in the same world but not located nearby may
be able to teleport to each other’s locations or send text or audio messages.

Current limitations

e Content moderation: Content moderation is an unsolved problem in existing social
networks and internet forums. The addition of more flexible means of expression (for
example, through body language) opens up new difficulties for platforms trying to
remove abusive or unacceptable behaviour and content.
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e Scalability of simultaneous users: The technical challenges involved in creating
metaverse worlds increase with the number of users present in an environment
simultaneously. VR applications with higher fidelity avatars are currently limited to
small numbers of participants (for example, 16 in the case of Meta’s Horizons
Workrooms application),* whilst those with larger numbers of users typically have
simple, mostly static geometry and highly stylised avatars that do not attempt to
reproduce accurate body pose.*! Currently, network and computing power limitations
make it difficult or impossible to support more than a few thousand concurrent users
in a virtual space.*

e Requirements on network infrastructure: Metaverse applications are heavily
dependent on high-bandwidth, low-latency network connections to achieve real-time
interaction between users. For people in remote areas with lower-quality internet
connections, this may represent a significant barrier to their access to the metaverse.

2.4 Other technologies associated with the metaverse

This section outlines some technologies that are commonly associated with metaverse
applications. These are not enabling technologies in the sense that they contribute to the
properties of metaverse applications. Rather, they are associated with the metaverse because
some application developers choose to integrate them. From the perspective of the NSW
Government, these technologies are mainly relevant to this report because of the risks they
create for users.

Cryptocurrencies

Commerce is an important part of the metaverse. Many metaverse application developers
create virtual property including clothing, items and ‘land’ in their worlds which is for sale to
users.” Gambling, especially virtual poker and casino games, is also offered in several
metaverse applications.® Brands also perceive the benefit that a virtual world can be used to
showcase real items: users could, for example, examine a new car or accessory in VR before
purchasing it for themselves in real life.**

The mechanisms on which transactions within the metaverse are based are being explored by
application and platform developers, but some are building their efforts on cryptocurrencies
and non-fungible tokens (NFTs).** Cryptocurrencies such as bitcoin or ethereum take the place
of traditional national currencies in these worlds. For example, a user may purchase a piece of
virtual land in a metaverse world by transferring a certain amount of bitcoin to the metaverse
application developers.*®
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The utility of cryptocurrencies for digital transactions is contentious, and is also largely
independent of the metaverse as a particular application: advocates claim that such
currencies are inherently ‘private, safe and untraceable’*” however, the bulk of both technical
and financial experts without direct stakes in the success of cryptocurrency believe it has
limited utility as a payment method, and is largely a way to circumvent banking regulation for
the purposes of money laundering and fraud.*®

Technical details aside, the volume of documented instances of large-scale fraud and
ransomware attacks enabled by cryptocurrency suggests that if these currencies do become
an integral part of the metaverse, users will be exposed to significant novel risks.**

Non-fungible tokens (NFTs)

Some metaverse applications record the purchase of an item or land in a metaverse world
with non-fungible tokens (NFTs). These are records on a decentralised public database (a
‘blockchain’) that record a particular user has purchased a particular item in the virtual world.
In principle, this item can then be on-sold by the user to another party, independent of the
metaverse developer. Advocates of using NFTs to record metaverse ownership also contend
that the public nature of the blockchain facilitates owners moving their items between
metaverse worlds.*

Technical experts argue about the degree to which NFT technology is required or even useful
in enabling this notion of ownership, or the ability to transfer items between virtual worlds.
One uncontested fact is that the relationship between the record of ownership of an item and
the effective rights that grants a user in a particular virtual world is entirely at the whim of the
developers of that world.* A user purchasing a virtual pair of sneakers for their avatar in one
world, for example, cannot have their avatar in another world wear those sneakers unless
that second world creates the in-game asset and chooses to acknowledge the user’s
ownership of it. Similar to cryptocurrencies, the world of NFTs is replete with fraud, and its
use in metaverse applications is a source of significant risks for users.
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3. The metaverse today

3.1 Familiarity with the term ‘metaverse’

According to an April-May 2022 survey by Ipsos for the World Economic Forum, over half of the
21,000 adults surveyed across 29 countries are ‘familiar with’ the metaverse (though the poll
did not make clear what familiarity entails). Of those, familiarity was highest in Turkey (86%),
India (80%), and China (73%).** The lowest was in Poland (27%), France (28%), and
‘Belgium/Germany’ (30%).

Familiarity of the enabling metaverse technologies is even higher, with 61% of the total
surveyed adults familiar with AR and 80% with VR.** Emerging countries had higher interest in
XR than high-income ones, with approximately two-thirds of adults surveyed from China,
India, Peru, Saudi Arabia and Colombia ‘feeling positive about engaging with XR’.

For Australia, the study shows 46% of the 1000 total Australians surveyed are familiar with the
metaverse, compared to the global average of 52%. * VR familiarity was at 80%, on-par with
the rest of the world at 80%. AR familiarity was at 51%, which was below the global familiarity
at 61%. A total of 36% of the surveyed Australians had ‘positive feelings about engaging with
extended reality in their daily life’ , compared to the global average (50%).

Participants were asked: ‘How much do you agree or disagree that, over the next 10 years, the
development of the following metaverse applications using extended reality will significantly
change the way people live?’. The options and the average of Australian participants’
responses were as follows, ordered by percentage of ‘strongly’ and ‘somewhat agree’
responses.

Response option % Strongly or somewhat agree
Virtual learning (e.g., learning, courses, attending school) 65%
Digital health resources (e.g., virtual consultations, remote 61%
surgery)

Digital entertainment in virtual reality (e.g., movies, 60%
concerts)

Virtual socialisation (e.g., chats with friends/family, dates, 59%
meetups)

Virtual work settings (e.g., virtual collaboration, networking) 58%
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Virtual/enhanced gaming (e.g., virtual reality games, 56%
multiplayer tools)

Trading of digital assets (e.g., NFTs, collectibles, 48%
cryptocurrency)
Virtual travel and tourism (e.g., replicating the real world in 44%

virtual reality)

3.2 Market and corporate investment

Estimates of the current (2022) ‘metaverse market’ value range anywhere from $10B to $1T.
According to research conducted by Bloomberg in 2021, the value of the metaverse market is
projected to grow to $783.3B USD in 2024, compared to its $478.7B USD value in 2020.* Grand
View Research estimated the ‘global metaverse market size’ to be $38.854B in 2021, with an
annual growth rate (CAGR) of 39.4% from 2022 to 2030.* McKinsey & Co. estimated that the
‘value of the metaverse could reach $5T by 2030’

Some large technology companies have rebranded or developed products to cement their
role in this market. Facebook rebranded itself as Meta Platforms Inc. in October 2021, to
‘transition from ... being a social media company to being a metaverse company’ and to ‘help
bring the metaverse to life’.* NVIDIA developed the Omniverse; a ‘real-time, cooperative
design platform for in-game art and virtual worlds’ to support metaverse creators and
digital-twin development.*’

Other tech companies have undertaken acquisitions or partnerships to engage with the
metaverse. Microsoft acquired the video game producer Activision Blizzard for $68.7B USD in
January 2022 to ‘provide building blocks for the metaverse’ in game development.*® Epic
Games and WPP formed a partnership in May 2022 to ‘deliver a new era of digital experiences
for brands in the metaverse’.®

New companies are forming to capitalise on this emerging market. An example is
Decentraland — the “first decentralised metaverse that is built, governed, and owned by its
users’ — which opened to the public in February 2020 and it allows the public to purchase
virtual land using ethereum as a currency.” Various companies have purchased ‘real estate’ in
Decentraland, including Samsung, who created an ‘immersive world’ called Samsung 837X.>*
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Figure 3.1: Avatars interacting in Decentraland’s ‘Genesis Plaza’ >

Finally, the World Economic Forum, an international non-governmental lobbying organisation
with 1000 member companies, also has a number of metaverse task groups underway. These
groups aim to work towards an ‘economically viable, accessible, and inclusive metaverse’.*

3.3 Government interest and adoption

A small number of governments and cities internationally are investing in metaverse
strategies, however there are few details publicly available on exactly what these strategies
contain.

In June 2022, the South Korean Ministry of ICT announced a ‘pan-government strategy on
metaverse’ to ‘become a leading global metaverse country’, as part of their Digital New Deal
2.0 initiative.” They have earmarked 223.7B won total (equivalent to $250M AUD) for the
initiative.> Their support strategies include nurturing companies specialised in the
metaverse, establishing a ‘Metaverse Academy’ to train young developers and creators for
capability in the metaverse, and creating regional hubs to encourage domestic metaverse
service and platform development.

Part of South Korea’s metaverse strategy is a suite of ethical principles and proposed
regulatory procedures. According to their press release, these ethical principles will be
‘voluntarily complied with by participants in the metaverse ecosystem to foster trust and
safety’> They will be establishing a government-wide metaverse committee to discuss the
protection of personal information and intellectual property, and to determine regulation
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procedures for unethical and illegal activities in the metaverse. The specific principles and
regulation procedures are not public as of June 2022.

In May 2022, Dubai’s ruler Sheikh Hamdan bin Mohammed bin Rashid Al Maktoum launched a
higher committee to prepare a ‘Dubai Metaverse Strategy’. The goal is to ‘transform Dubai into
the world’s best city in the world [sic] to live, work, and invest. The constant development of
government services is vital to achieve this goal and ensure Dubai maintains high levels of
global competitiveness’* The aim of the strategy is to ‘increase the contribution of the
metaverse sector to the emirate’s economy to $4 billion by 2030’, and to ‘1% of the emirate’s
GDP’>" As part of the strategy, the committee aims to use ‘metaverse technologies’ to
‘improve the performance of resident surgeons by 230%’, ‘increase the productivity of
engineers by 30%’, and ‘support 42,000 jobs to become virtual..

The Dubai Virtual Assets Regulatory Authority (VARA) is also developing a regulatory
framework ‘for financial entities to operate in the metaverse, including bank and state
services’”® In early May 2022 it established a MetaverseHQ so that the ‘Dubai government [can]
extend its services and regulatory power to audiences in an open technological expanse,
without constraints or borders’ as part of its new ‘prototype decentralised regulatory model’
strategy.” The MetaverseHQ (also known as ‘MetaHQ’) will be based in The Sandbox virtual
world. Although these regulations are unlikely to be delivered in 2022, the initial focus will be
on ‘younger licensees’, development of an API to help integrate other state and regulatory
structures into the metaverse and issuance of digital IDs.”® The authorities are aware of the
complexities, such as digital ID privacy concerns, the independent guidelines and security
requirements of each state and the issue of enforcing regulation in a decentralised
environment, however they are optimistic of the outcomes. As of July 2022 the details of the
regulatory frameworks have not been made public.

In November 2021, the Government of Barbados signed an agreement with Decentraland to
develop a Barbados Metaverse Embassy in the virtual world. The embassy ‘will be an
important forum ... to deepen engagement in the diplomatic arena; the investment,
business, tourism and cultural sectors; and people-to-people interaction’® The details of the
digital embassy’s capabilities have not been made public, however the Barbados’
Ambassador to the United Arab Emirates, H.E. Gabriel Abel, said that e-consular services and
virtual teleporters will be core elements. The teleporters act as a ‘common access point to all
of the metaverses to foster meta-diplomacy’.

Some international cities have engaged in their own metaverse strategies too. The Shanghai
Municipal Commission of Economy and Information Technology released a five-year plan in
December 2021 that listed the metaverse as one of four avenues for developing the electronic
information industry.®* It recommended metaverse research for application in ‘public
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services, business offices, social entertainment, industrial manufacturing, and production
safety and electronic games’, however specific timelines and goals for the research were not
released. The Provincial Government of Jakarta is another example, where in April 2022 it
established a strategic partnership with WIR Group (an AR company in Southeast Asia) to
enhance its Jakarta Smart City initiative with the metaverse in mind.*

3.4 Commercially available metaverse hardware

The AR and VR headset market grew 92.1% over 2021, shipping over 11.2 million units,
according to the IDC’s Worldwide Quarterly Augmented and Virtual Reality Headset Tracker.
According to their projections, by the end of 2026 there will be over 50 million units shipped
worldwide per year for the commercial and consumer market combined.
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VR systems

Access to VR content does not necessarily require a headset — many VR videos are available
for free on websites such as YouTube under ‘YouTube VR’ — but headsets provide a
heightened sense of immersion when viewing VR and 3D content compared to using a 2D

screen.5%

The first stereoscopes were introduced as early as the 1800s, allowing a person to view a pair
of 2D image overlays as though they were in 3D and the first hand-held variety were the
Brewster stereoscopes in 1849.%%" The (widely-considered) first computer-connected
head-mounted 3D display was created in 1968 by Ivan Sutherland and his students and the
first interactive virtual reality experiences were released by video game companies in the
1990s by companies like Sega and Virtuality.®®®° Their popularity waned in the 2000s before
the first Oculus Rift headset was presented to the publicin 2012.7

36


https://www.zotero.org/google-docs/?4O3B1G
https://www.zotero.org/google-docs/?t4WUX7
https://www.zotero.org/google-docs/?y5xWsx
https://www.zotero.org/google-docs/?rA7XSj
https://www.zotero.org/google-docs/?3TTNTD
https://www.zotero.org/google-docs/?IgiW2c
https://www.zotero.org/google-docs/?fwPE3j
https://www.zotero.org/google-docs/?rxgwMQ
https://www.zotero.org/google-docs/?XTDzpY

Figure 3.2: Brewster stereoscope”™

The first modern head-mounted VR devices (HMDs) — such as Oculus Rift — were ‘connected’,
i.e., they only functioned if they were attached by cables to an external computer. In other
words, the bulk of the VR computation was done by the connected computer. Then in the
mid-2010s emerged ‘mobile’ VR headsets such as Samsung Gear VR, Google Daydream View
and Google Cardboard. These HMDs dispensed with external computer attachments in favour
of housing smartphones to display VR-compatible content on their screens, converting the
phone into a headset. This had the benefit of portability, as users could take their headsets
with them, rather than be confined near a computer. These were succeeded by ‘standalone’
HMDs such as Oculus Go and Vive Focus, which required no external devices at all and had an
embedded computer that could run VR applications.”

VR headsets are widely available to purchase today. Popularised headsets include the Quest
series from Meta (who purchased Oculus in 2014),” HTC’s Vive, Sony’s Playstation VR,
Samsung’s Gear VR, and HP’s Reverb. Some of these headsets come with accessories and
configurations designed to improve the user’s immersive experience, such as prescription
lenses,” trackers to improve movement detection,* and controllers designed for specific
games such as first-person shooters.”

Meta’s Oculus ‘Meta’ Quest 2 headsets dominated the 2021 VR headset market at 80% of the
total worldwide sales that year.” The remainder of the market share was split between DPVR
(a VR headset company with primarily commercial clients), Pico, Valve, Sony, and smaller
firms. The prices of the baseline commercial headsets — excluding accessories and upgrades
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— range anywhere from $15 AUD to $1000 AUD, however the self-functioning VR devices are
usually $300+ AUD."”’

Figure 3.3: Oculus Quest 2 (later rebranded as Meta Quest 2) on display in a Japanese
electronics store.”™

AR systems

True AR systems are not yet common, although optical head mounted displays that project 2D
information onto the user's field of view have existed commercially for some time.

Perhaps the best known example of these optical head mounted displays is Google Glass,
originally launched by Google in 2013. This device, resembling a pair of wire-frame spectacles,
augmented the user’s perception to support their everyday activities, or even thrill-seeking
activities such as skydiving and wall-scaling.” However it was expensive (retailing at $1500
USD), buggy, and received backlash over its privacy issues such as recording people without
their consent.® The device — in this original form — was removed from the commercial
market in 2015.** Google has announced a second Enterprise Edition version of Google Glass
to improve workplace efficiency.®

Copyright NSW Government 2022 38


https://www.zotero.org/google-docs/?1a0mfL
https://www.zotero.org/google-docs/?KrHa4B
https://www.zotero.org/google-docs/?JTVeSE
https://www.zotero.org/google-docs/?F6sUOs
https://www.zotero.org/google-docs/?BmIdmD
https://www.zotero.org/google-docs/?VlRRLv

Meta has partnered with Ray-Ban to produce head mounted displays called Ray-Ban Stories,
with colour filters, video recording, and sharing features for the new social media age.®* Other
companies have contributed to the venture, such as Qualcomm who created a reference
design for hardware markers to build AR glasses.**

One of the first commercially available ‘true AR’ headsets that did integrate its content into
the user’s surroundings was the Microsoft HoloLens, launched in 2016. The HoloLens is
marketed mainly to enterprises and professionals, with potential applications in surgery,
architecture, and construction. NASA’s Jet Propulsion Laboratory reportedly uses the
HoloLens to help explore the surface of Mars.**

Figure 3.4: Apollo 11 astronaut Buzz Aldrin wearing Microsoft HoloLens during the ‘Destination:
Mars’ experience at the Kennedy Space Centre Visitor Complex.*

Simpler augmented reality applications that rely on smartphones rather than headsets have
had significant commercial success. Platforms such as Instagram, TikTok and Snapchat have
integrated AR filters into their video creation tools to enhance the users’ experiences and to
encourage interconnectivity. According to Snapchat’s CEO Evan Spiegel, ‘200 million people
are using augmented reality every single day’ via the Snapchat app.®” Other platforms
gamified AR, such as Niantic, who created Pokemon GO, an AR-based open-world roaming
application for users to catch and grow Pokemon.®
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3.5 Metaverse applications

Many applications marketed as ‘metaverse’ adopt similar play structures to massive
multiplayer online (MMO) games. Some games have VR headset compatibility, others forgo
the VR hardware and AR elements entirely and have users play on their desktops or
smartphones. Some are designed for access by the public, others are designed for enterprise
invitation-only meetings.

An example of a popular metaverse application is Horizon Worlds. Meta developed Horizon
Worlds for their Meta Quest platform,* an open world ‘social VR experience’.® Users create
avatars of themselves to portray in this environment, and as avatars they can travel through
these environments and interact with other players, chat and play games. The system uses
spatial audio and tracks body movements to increase users’ sense of immersion. It is not
playable without use of a Quest VR headset, however Meta’s chief technical officer Andrew
Bosworth revealed on Twitter that a web version compatible with other hardware is in
development.® This application was released to users aged 18 or older in the US and Canada
in December 2021.%° According to Meta’s chief product officer Chris Cox, by 17 Feb 2022,
Horizon Worlds had around 300,000 users, which was a 10x increase in three months.* As of
June 2022 it contained more than 10,000 different worlds.®

Meta also developed Horizon Workrooms; invite-only VR rooms for work colleagues to have
meetings and conferences.” It adopts similar immersion techniques to Horizon Worlds. Users
are placed in a static meeting room environment whose layout and styling is configurable
from a list of presets.

Microsoft released Mesh in November 2021, a mixed reality platform that ‘allows people in
different physical locations to join collaborative and shared holographic experiences’** In
combination with Microsoft’s AltspaceVR social networking platform, users — in their
personalised 3D avatar form, like in Horizon Worlds — can socialise with other members of the
public. Microsoft trademarked an additional feature called ‘Holoportation’, which uses ‘3D
capture technology to beam a lifelike image of a person into a virtual scene’ without requiring
an avatar substitute.

Microsoft also developed a meeting-specific version of Mesh called Mesh for Microsoft Teams,
which behaves in a manner similar to Horizon Workrooms. It ‘combines the mixed-reality
capabilities of Microsoft Mesh . . . with the productivity tools of Microsoft Teams’**> Although
Mesh for Microsoft Teams and Horizon Workrooms are not designed as open world social
networking platforms that encourage societal interconnectivity (unlike Mesh and Horizon
Worlds) they do aim to address the social and physical limitations of purely 2D virtual
conferencing platforms such as Zoom. Additionally, even though Mesh for Microsoft Teams
and Horizon Workrooms have been tailored for use with VR headsets, users can also dial into
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the meetings through their mobile phones, tablets, or any PCs that have the relevant
applications installed.***

The Sandbox is an example of an application claiming to be in the metaverse but that does not
require XR headsets. Rather, users access this application through a traditional keyboard,
mouse, and monitor setup. In this virtual world, ‘players can build, own, and monetize their
gaming experiences in the Ethereum blockchain’*® The goal of this platform is to ‘provide
creators with true ownership of their creations as non-fungible tokens (NFTs) and reward
them for their participation in the ecosystem. Like many online multiplayer games, The
Sandbox has an in-world economy in which players can buy and sell in-game goods and
services. There are several free 3D model and game development tools on offer that are
compatible and endorsed by The Sandbox, such as VoxEdit and Game Maker. The Sandbox
reportedly had ‘over 30,000 monthly active users, about half of whom spend more than an
hour per day in the metaverse’ as of November 2021.%

3.6 Existing applications of the metaverse in the NSW Government
NSW Department of Education

The NSW Department of Education (DoE) Information Technology Directorate has been
exploring VR technologies for use in education, both as a teaching and learning tool. As part of
its STEM Technology 4 Learning (stem.T4L) program, DoE provides support materials for
teachers, students and schools to adapt VR or other emerging technologies into the
classroom.'® NSW teachers can borrow Handheld Virtual Reality (HhVR) kits for their
classroom through the stem.T4L Learning Library platform.'°*? School engagements in the
stem.T4L program have yielded positive outcomes for teachers and students over the three
years since its inception,'® however the quantified impacts of the HhVR kits and VR materials
on this positive result are not publicly available.
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Figure 3.5: Students of Blacktown Girls High School using stem.T4L’s immersive VR kit in an
after-school art masterclass*®

The NSW Government has also encouraged use of VR for art and design. The NSW DoE and the
NSW Education Standards Authority created a VR gallery for ARTEXPRESS, an annual
exhibition showcasing exemplary artwork by NSW HSC visual arts students.'® Users can
wander through the exhibition and peruse the artworks on the walls as though they are in a
physical space.'® Several schools have also adopted the stem T4L VR kits to teach art in the
classroom. An example is Blacktown Girls High School who implemented an after-school art
program using VR, which a case study revealed improved students’ understanding and
appreciation of the possibilities of technology.’*'°" Another example is the students at
Merrylands High School who used the stem.T4L VR kit to build a virtual environment to
showcase the ‘site-specific artworks’ that were created as part of the Kaldor Public Art
Projects and DoE partnership program.'®® The app contains artworks from schools across
NSW, and in 2020 was available to download through the Microsoft app store.

42


https://www.zotero.org/google-docs/?xQkW0H
https://www.zotero.org/google-docs/?fpir1D
https://www.zotero.org/google-docs/?Pvr1wM
https://www.zotero.org/google-docs/?ZNyQKP
https://www.zotero.org/google-docs/?FDmClK

Figure 3.6: A screenshot of one of the 2022 ARTEXPRESS VR exhibit areas.'”

TAFE NSW

TAFE NSW have also been exploring how VR can be used to deliver and develop course
content. Use of VR is ‘supplementary to practical training’ and an opportunity for students to
experience their industry worksites before graduating into the workforce, which is ‘better
than being taught laws and regulations on paper’.'’® By June 2020, the TAFE Digital Lab had
developed eight virtual and augmented reality application prototypes. These support
different TAFE disciplines such as childcare, stage lighting, construction, plumbing, welding,
and even training work, health and safety processes such as putting on protective equipment.
TAFE NSW’s research indicated that students who completed training in virtual reality had a
‘combined learning outcome improvement of 64% on completing their practical assessment
tasks in comparison to a traditional learning cohort’.!*! TAFE NSW was awarded the Learning
Impact Award from the IMS Global Learning Consortium for its work in this field, and Meta
provided them with 1000 VR headsets to support this program.
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Figure 3.7: TAFE NSW students interacting with VR training materials developed by the TAFE
Digital Lab.'?

NSW Department of Health

VR has been integrated into some training for health professionals. The NSW Department of
Health affiliated Agency for Clinical Innovation (ACI) created a VR training program for stroke
treatment. Using VR allows ‘staff to train in a realistic environment before they need to treat
patients. .. in the real world. This is particularly valuable in high-risk scenarios, such as
stroke’™ The training is 20 minutes long and has proven successful in rural and regional
hospitals across NSW. TAFE NSW also partnered with NSW Health Pathology in 2020 to create
a ‘world-first’ VR training simulation to ‘expand and increase acute care point of care Testing
capability’"* The training module is being piloted in a number of clinical sites across NSW and
in December 2021 won the Australian Good Design Award.'*>'*¢

Transport for NSW

Transport for NSW has made several investments in XR. Sydney Trains have developed a Track
Augmented Reality View app for iOS that ‘improves the current ways of identifying assets
on-site’ to ‘ensure the safety of workers in the field’.!'” The application uses satellite
navigation to locate assets, and allows workers to search, view and upload information about
assets relevant to their operations. Transport for NSW, in partnership with the University of
NSW, is also using VR to research how to integrate cycling facilities into urban and suburban
environments without causing rider safety concerns. The goal is to ‘evaluate possible design
elements (i.e. facilities) for their acceptance by potential cyclists’ and use that to determine
necessary design interventions.''® Internally, Transport for NSW recently purchased 20 VR
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headsets for its staff. The department has indicated that these headsets will be primarily used
for video conferencing in Microsoft Teams.
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/.. Metaverse applications with government
involvement

This section examines some current and predicted applications of metaverse technologies
that may involve the NSW Government. Being general-purpose, metaverse technologies may
be applied in many different domains relevant to the government, including health,
education, justice and infrastructure. Different applications will also involve the government
in different roles, including those of a user, developer and regulator.

4.1 Roles of the NSW Government

The NSW Government may adopt metaverse technology to provide services directly to the
public or to facilitate peoples’ day-to-day activities. It may wish to provide support for
third-parties building metaverse applications, and it may be required to engage with
third-party applications as a regulator. The following paragraphs enumerate key roles the
government may have in different metaverse applications.

Application user: The Government has identified internal activities it conducts that may
benefit from metaverse technologies in the near-term. This could be done through internal
application development, the commissioning of an application from a third party, or by using
an application that is commercially available. In some cases, the NSW Government already
has VR applications deployed internally, which may become more ‘metaverse-like’ through
augmentation with support for multi-user shared presence and persistent virtual worlds.

Application provider: Some NSW Government services may be provided to the public
through metaverse applications created or commissioned by the NSW Government in the
future. In some instances, such as primary and secondary education, the government is
already providing virtual reality applications to students as learning tools.

Service provider: Some metaverse applications, whilst being developed and run by private
entities, may benefit from NSW Government infrastructure or services like digital identity.

Platform provider: In circumstances where the NSW Government needs to retain a greater
degree of control over user experience (such as in education), it could provide a platform that
hosts approved metaverse applications.

Regulator: As the metaverse expands, private metaverse applications accessible to NSW
residents may pose risks that require regulatory intervention from the NSW Government.
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4.2 Application classes

For each application, we examine the
e potential benefits and harms of applying metaverse technologies
e alternatives to the use of metaverse technologies
e differing ways in which the NSW Government may be involved.

Though some of these considerations are unique to a particular application, we have
identified clusters of similarity in application classes. Each of the five classes captures a
reason for using metaverse technologies common across many applications. These classes
are:

1. Bringing people together
e.g. VR meetings

2. Assisting people with contextual information about their activities
e.g. AR schematic overlay for maintenance worker

3. Providing people a model of the real world
e.g. VR emergency and disaster response planning tool

4, Giving people experiences
e.g. virtual art gallery

5. Transporting people out of their environment
e.g. virtual outdoor worlds for people stuck in confined spaces

Of course, these classes are neither exclusive nor exhaustive: some applications may fit into
multiple classes and others won’t fit well into any class. However, we believe they capture and
differentiate between the applications most relevant to the NSW Government.

Illustrative examples

A set of illustrative example applications accompany the analysis of each application class. We
chose the examples that appear because they are relevant to NSW Government and

e have been proposed or implemented by the NSW Government
e have been proposed or implemented by third parties

e might reasonably be proposed or implemented.
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Note that an application appearing as an example should not be taken as a recommendation
or suggestion for the NSW Government to implement it. Many applications have significant or

unknown risks of harm, and can also be addressed with other approaches. As Sections 5 and
7 indicate, we believe the onus is on those advocating for metaverse technologies to
demonstrate their effectiveness and safety compared to established alternatives.

The table below provides a summary of the application examples and their associated class:

Class

Application domain

Application example

bringing people together

socialising during covid-19
lockdown

virtual nursing home visitations

remote enterprise collaborations

virtual tech precinct for NSW

remote customer service

VR service NSW

live expert guidance for
high-complexity tasks

‘over-the-shoulder’ live
collaboration during surgery

legal obligations

VR courts

assisting people with contextual
information about their
activities

schematic overlays for asset
management

rail corridor maintenance activities

informational overlay for the
public

NSW food safety certificate AR
overlay

providing people a model of the
real world

workplace training and upskilling

police and firefighter training in
building entry and navigation

VR medical training in hospitals

logistics and planning

emergency and disaster response
planning

giving people experiences

virtual tourism

AR Vivid Sydney

virtual tour of the Sydney Opera
House

educational tours

high school student VR tour of
manufacturing facility

gambling

AR gambling bars

transporting people out of their

alleviating pain and emotional

VR as an augmentation /
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environment distress alternative to anaesthetic in
hospitals, e.g. for children or for
mothers during birth

alleviating confinement for people | VR experiences for residents of
who are bed-ridden or nursing homes who may be unable
location-constrained to travel physically

4.3 Application class: Bringing people together

Persistent virtual world
Presence

Social connectivity

relevant metaverse properties

This class encompasses metaverse applications that enable social activities: engaging in
conversations, conducting meetings, or interacting with other people. Such applications
typically allow participants to interact with digital avatars of other people in a shared
environment. The environment could be entirely virtual if using VR, or a real environment
with AR.

Building larger shared virtual environments provides the possibility of scaling levels of
co-location: for example, whilst a virtual meeting room allows participants to directly
converse, a virtual office building or city block gives the opportunity for different styles and
frequencies of interaction.

Existing alternatives

Obvious alternatives that should form a baseline of comparison for this class of applications
include

e co-locatingin the real world, for example meeting in person or sharing an office space

e otherdigital communications tools like phone calls, email, video conferencing etc.
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Potential benefits

e Convenience: In many circumstances bringing people together with metaverse
technology will be cheaper, easier and faster than doing so in the real world, especially
for people in remote or distant locations.

e Prevention of disease transmission: Virtual co-location removes the risk of disease
transmission (which is particularly pertinent during the Covid-19 pandemic).

e Better social immersion than 2D video conferencing:

o VR: The immersive property of VR environments may provide direct benefits in
the quality of the social interaction compared to other forms of remote
communication like video conferencing (see Section 2.3). Spatial audio, for
example, allows small groups to huddle together and have separate
conversations in the same virtual room as they might in a real gathering.

o AR: Similarly, interactions enabled by AR are reported to be more similar to
natural face-to-face interactions than screen-based alternatives. This may leave
users feeling more attentive, focused and motivated.™® AR can also help
improve spatial reasoning and visualisation abilities, facilitate kinesthetic
learning, and increase creativity by allowing users to explore and absorb new
knowledge, and solve novel problems.'*

Potential harms

e Lack of access control: Depending on the level of accessibility of the metaverse
application, it may be difficult to control who is permitted to attend. This issue may
arise particularly when using large, ‘open world’ platforms such as Meta’s Horizon
Worlds or The Sandbox to hold events.

e Anonymity may encourage anti-social behaviour: Like many online situations,
physical remoteness and possible anonymity of participants may encourage
anti-social behaviour which can be difficult or impossible to police in large settings.

e Excludes users who cannot wear headsets: Though users that can’t afford headsets
or are unable to wear them for extended periods may still be able to participate (using
their phone, for example), this risks creating a two-tier experience that excludes or
disadvantages those individuals.
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e Excludes remote users: Lack of access to high quality network infrastructure is most
common in remote areas, potentially excluding the very people that stand to benefit
most from these applications.

Example applications

APPLICATION: VIRTUAL NURSING HOME VISITATIONS

Description: VR visitation rooms for residents of nursing homes where in-person visitations are
infeasible.

Role of government: Application user

Rationale: During quarantine and lockdown, in-person family / friend visits to facilities such as
hospitals, aged care homes and prisons were not permitted. NSW Government staff indicated that
this was particularly problematic for people in nursing homes, as visits from family & friends could
be a crucial social interaction. By bringing people together using VR, real-life in-person visitations
can be replicated without requiring family and friends to travel to the physical location.

Assumptions: Nursing homes adopting this strategy are equipped with the VR hardware and
network infrastructure required to run these virtual environments in a realistic, immersive manner.

Specific considerations: In-person visitations may be preferable to VR visitations. VR visitations
should be seen as an opportunity to increase the number of interactions between residents and
their families rather than replacing in-person meetups.

Existing implementations:
121

A similar AR-based nursing home visitations study yielded positive results.

A number of companies have already begun to stake a claim in this space, offering VR experiences to
aged-care residents.'*'#

APPLICATION: VIRTUAL TECH PRECINCT FOR NSW

Description: A dedicated virtual space for tech startups, problem owners, domain experts and
academics to come together and innovate within.

Role of government: Platform provider or application provider

Rationale: By creating a ‘virtual tech precinct’ in a virtual world, the NSW Government can
encourage collaborations between departments involved in new technologies and private
companies in the VR space.
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Metaverse virtual spaces combine many of the benefits of Zoom or Teams spaces (global reach,
inexpensive to run) with the social aspects and spontaneity of in-person encounters that are often
crucial for innovative endeavours.

Assumptions:

A sufficient number of people with access to VR headsets would be interested in such a hub to attain
a critical mass of participants.

Participants are willing to wear a headset for however long they intend to participate in the hub.

Specific considerations: The global reach of these spaces can be a double-edged sword.
International talent can contribute to the space, but local talent would also have access to similar
workspaces set up anywhere else in the world. Any virtual tech precinct will need to invest heavily in
developing its community to make it an attractive location for potential collaborators to base
themselves.

Existing implementations: Horizon Workrooms offers elements of what is required for a virtual
workspace. The application provides virtual meeting rooms in which crowds of up to 16 people can
interact. The application lacks any sense of physical connectivity between rooms which one might
expect in a hub. Avatar movement is restricted to teleportation between preset locations within
each space, preventing elements of socialising that arise through less structured mingling.

APPLICATION: VR SERVICE NSW

Description: A ‘virtual NSW Service Centre’ which can be accessed through VR, allowing users to
access the same services they would in a real service centre, but from any location.

Role of government: Application provider

Rationale: In this service, users enter a virtual room containing avatars of NSW employees, that they
would be able to converse with to conduct their business with the NSW Government. This service
could be accessed from the home and could be focussed towards groups with mobility issues such
as the elderly or remote communities who may prefer a face-to-face interaction with a
representative rather than through a website or over the phone.

Assumptions: The government would need to provide this service functionality as a stand-alone VR
app, or as part of a widely-adopted metaverse application. It would need to be bespoke, and would
need to have the endorsements of the NSW Government in terms of regulations, behaviour
management etc.

Specific considerations: This strategy would only be effective if there is large-scale community
take-up of VR, where the public are comfortable spending significant time periods in VR and conduct
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activities there as part of their daily lives. The need for a digital verification method would be crucial
in this application to prevent malicious actors from stealing the identities of others. Safeguards are
currently in place for the online and phone services. These may be a suitable starting point for a VR
centre too.

Existing implementations: None in the public service, and there are no other similar examples
globally. However, as discussed in Section 3.3, some international governments are investigating
ways to involve themselves in the metaverse.

APPLICATION: ‘OVER-THE-SHOULDER’ LIVE COLLABORATION DURING SURGERY

Description: The use of AR headsets as a ‘telementoring’ medium, for example engaging remote
experts while undertaking unfamiliar medical procedures.

Role of government: Application user

Rationale: This approach could be life-saving if we consider high-complexity and time-crucial
surgical procedures with experts on the other side of the world. A local surgeon could use their AR
headsets to contact a specialist during an unfamiliar procedure. This call would be superimposed on
the worker’s headset and a camera feed showing their environment would be transmitted live to the
expert. This allows both expert and worker to have a common line of sight, therefore a common
frame of reference when offering advice, allowing for greater collaboration and a reduced chance of
miscommunication.

Instead of the patient needing to travel for the right care, a local surgeon could put on an AR headset
and communicate remotely to an expert who coaches them through the procedure.

Assumptions: The reception in the area of work is able to handle live video feed uploads and
downloads, and audio or video conferencing is of an acceptable quality.

Specific considerations: For surgeries, low network latency would be a requirement.

Existing implementations: The University of California San Diego and Naval Medical Center San
Diego (NMCSD) collaborated on an Augmented Reality Technology-Enabled Remote Integrative
Surgery (ARTEMIS) project.'?® In this project, ‘expert surgeons in remote sites use VR to access a 3D
reconstruction of a patient’s body, and instruct novice surgeons on complex procedures as if they
were together in the operating room. Novice surgeons in the field can focus on saving a patient’s life
while being guided through an intuitive AR interface’. A separate study on the use of AR for
‘telementoring’ and remote assistance in spine surgeries also showed promising results.*”’
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Figure 4.1: Matthew Vasquez, a neurosurgeon at NMCSD, conducting a craniotomy using the
ARTEMIS system.'?

APPLICATION: VR COURTS

Description: As an alternative to video conferencing, some court sessions could take place in a VR
space.

Role of government: Application provider
Rationale: VR technology could offer a number of benefits in the courtroom setting.

e Jurors can visit a virtual reconstruction on the crime scene giving them a deeper
understanding and additional context about key events.

e Defendants could be given the opportunity to be represented by a generic avatar of neutral
appearance to conceal traits that are irrelevant to the trial such as gender or race but which
may influence jurors.

e Virtual courtrooms could offer a safer setting for defendants or witnesses whereby they can
choose who they see when giving their testimony.

Assumptions: The changes to the court and its operations still comply with all of the legal
requirements that the trial must adhere to.

Specific considerations: There is precedent for Australian courts becoming early adopters of new

technologies. The Australian High court was one of the first in the world to admit evidence via video
link."?

Existing implementations:

e VRreconstruction for jurors **
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e Fair administration of justice for groups affected by prejudice **

4.4 Application class: Assisting people with contextual information about
their activities

Persistent virtual world
Presence

Social connectivity

relevant metaverse properties

This class is primarily relevant to AR applications, which are able to inject additional
information, objects or features into a user’s existing perception of their environment.

Users equip an AR-enabled headset that can scan a real-life environment and overlay the
image with data-based contextual information in real-time.

Existing alternatives

The obvious alternative to AR applications is experiencing reality without information overlay,
in other words, continuing to operate business-as-usual.

Potential benefits

In AR, users can see hidden information about their surroundings as they are experiencing
them in real-time. This can be useful for

e tourism: for example, walking past points of interest and seeing information about the
height of a building and its history

e multi-tasking: undertaking difficult or mentally taxing tasks without needing to
switch contexts or use other devices

e obtaining remote assistance: drawing on expertise remotely or whilst in the field,
which will improve work efficiency and upskill the workforce. The ability to channel
expertise remotely reduces the costs and time pressure of bringing an expert onto the
physical scene.
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Potential harms

e We can identify few risks of using AR technology in this context, outside of the risks
already occurring with business-as-usual. For example, errors in maintenance from
using an outdated AR schematic map is akin to having used an outdated paper map,
but AR schematic maps can be more easily updated and distributed, provided other
workers use the same AR systems.

e Unexplored technical limitations: As AR tech is still in its infancy, the technical
limitations are unclear. As a result, setup could be expensive, only purchase-able from
certain vendors, and may require certain environments to work (e.g. good lighting
conditions, good bandwidth).

Example applications

APPLICATION: RAIL CORRIDOR MAINTENANCE ACTIVITIES

Description: AR headsets with automatic digital schematic overlay to assist workers in rail corridors.

Role of government: Application user

Rationale: By generating a digital schematic (e.g. of a railway network or an electrical network) with
corresponding geographical coordinates, this information can be superimposed on an AR device,
such as headsets or smart glasses. A rail-corridor maintenance worker could use this digital overlay
to obtain a 360° view of the underlying corridor infrastructure (e.g. wires, pipes) while standing in
the corridors themselves. This would be comparable to the existing Sydney Trains
smartphone-based AR maintenance approach, but the automated overlay on an AR headset would
remove the degree of separation between the phone and the scene.

Assumptions: Maintenance areas — especially ones underground — may lack the lighting
conditions and sufficient internet download speeds for live AR schematics overlay, unless the
schematics have been stored in the AR device itself. In that case, a sufficient storage space on the
device would be essential.

Specific considerations: The success of AR overlay maintenance procedures depends on the
accuracy and completeness of the schematics used. If necessary information that impedes

maintenance (e.g. electrical network routes used by private companies) is not included in the
schematics, it could disrupt networks and the NSW Government could be liable for damages.

Existing implementations: None for AR headsets, however Sydney Trains has implemented AR rail
corridor safety applications for mobile devices ***.
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APPLICATION: NSW FOOD SAFETY CERTIFICATE AR OVERLAY

Description: A metaverse company or third party developer could provide a Restaurant Finder app.
A user would walk through a restaurant area and see properties of restaurants displayed on the
facade of the restaurant. This could include properties such as:

e restaurant review ratings (from a platform provider, third party user rating service or a
critical specialist restaurant review site)

e restaurant hygiene and food safety scores (‘Scores on Doors’ provided by the NSW Food
Authority**?)

e restaurant offences (from the ‘Name and Shame’ register provided by the NSW Food
Authority***)

e Business licences such as food handling licences from NSW Food Authority.**

Role of government: Service provider

Rationale: This AR certificate overlay could replace restaurant guide phone applications with no
significant risks to the community. Having a wearable AR device that automatically overlays
information about a restaurant would forgo needing to manually search and cross-reference
restaurants using a phone, and would have few or no additional requirements on the data APIs. It
could encourage the public to try different businesses, raise public awareness of the hygiene
statuses of businesses, and thus generate further incentive for businesses to maintain good hygiene
standards. However, as this AR overlay would be bespoke, it could be more expensive and complex
to implement compared to using a phone, and have more significant hardware requirements.

Assumptions: The wide adoption of AR interfaces commonly worn or used in public

Specific considerations: To achieve this, The NSW Government would need to
e Provide business data through an API
e Provide hygiene and food safety scores for each business through an API
e Provide business offence data through an API
e Provide building data from digital twin to assist visualisation of virtual facade

Existing implementations: There are no AR headset examples with similar use cases to Scores on
Doors, however source code for automatic QR tracking has been created for AR headsets such as
HoloLens 2."** Combining the two may be feasible to create the desired functionality.

57


https://www.zotero.org/google-docs/?dRYgZh
https://www.zotero.org/google-docs/?mhkW3o
https://www.zotero.org/google-docs/?uO4NCg
https://www.zotero.org/google-docs/?NHnV4X

4.5 Application class: Providing people a model of the real world

Persistent virtual world
Presence

Social connectivity

relevant metaverse properties

Virtual 3D models can be used to train people in the operation of complex systems in high risk
applications such as medical or emergency services. VR can also be used as a low-cost and
accessible supplement to the practical portions of many other education and training courses
by simulating the lab environment and allowing students to experiment without needing to
access expensive equipment.

Existing alternatives

Obvious alternatives that should form a baseline of comparison for use cases with this
application class are

e field training, such as practising surgery on real people and conducting emergency
service operations with experts supervising, or shadowing experts while they are on
duty.

e trainingin a testing facility using real infrastructure, props, and body doubles to
simulate a workplace scenario

Potential benefits
e Low-risk alternative to field training

o Maedical: For medical training, VR is a low-risk alternative to field training, such
as asking trainees to conduct real surgical operations. This can also create
more opportunities for hands-on training, so trainees can conduct
no-consequence virtual surgical procedures that can be easily reset after
mistakes.

o Emergency services: For emergency service training or any other high-risk
training, VR simulations offer a safe, repeatable, updatable and likely cheaper
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alternative to a fully-equipped testing facility. Multiple participants in the same
virtual environment could cooperate to rehearse complex tasks. .

e Educational: VR experiences that simulate car engines are an ideal interactive tool
that enables students to understand the inner workings without having to leave their
seat.

Potential harms

e Over-reliance decreases sensitivity: over-reliance on training simulations —
especially incomplete or inaccurate ones — may increase the likelihood of mistakes in
the field.

o Additionally, a trainee who has exclusively trained in simulations with no field
experience may be conditioned to undervalue the severity of their mistakes or
actions in the real world.

o VR-based training simulations should therefore be used as a supplement to all
other forms of training, not in lieu of it.

Example applications

APPLICATION: POLICE AND FIREFIGHTER TRAINING IN BUILDING ENTRY AND NAVIGATION

Description: VR-based training programs for the emergency services that simulate real-life
scenarios.

Role of government: Application provider

Rationale: The emergency services deal with high-risk, time-sensitive operations on a daily basis.
Effective training for all staff is paramount, however it can be difficult to provide frequent and
effective training for all necessary staff. This could be due to the resource and setup costs required
for equipping the training facilities, the need for all staff to be on site for the training, as well as the
potential dangers in these scenarios e.g. firefighting and simulated hostage situations.

Assumptions: These VR simulations are reflective of a realistic workplace scenario, with relevant
interactive capability.

Specific considerations: VR simulations for emergency services may be more effective in large,
open spaces, especially if all trainees are in the same physical area. As mentioned, these VR training
experiences should be used as a supplement to real-life training, never as a substitute.

Existing implementations:
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e |eicestershire Fire & Rescue Service (UK) have produced VR films for trainees to experience a
real-life firefighting scenario **'
Zurich City Police have been undertaking tactical training using VR *®
New York Police Department (NYPD) are using VR to train unit response to active shooting
scenarios ¥

e The Department of Homeland Security created a system called Enhanced Dynamic
Geo-social Environment (EDGE) for first responders to practise coordinated responses and
fine-tune strategies **°.
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Figure 4.3: A first responder using VR as part of Ars Electronica’s Impressions of Challenge:
Emergency Error Battle in Austria™

APPLICATION: VR MEDICAL TRAINING IN HOSPITALS

Description: VR-based surgery training to upskill medical professionals
Role of government: Application provider

Rationale: Training medical staff could mean conducting procedures on a functioning 3D body
simulated in VR rather than a real patient, where mistakes in the latter could result in life-long health
complications. The easily duplicable, resettable VR simulations — in combination with VR’s remote
capabilities — means all training can be conducted remotely and with a low risk of physical injury.
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Assumptions: The simulations must be reflective of a realistic workplace scenario, with appropriate
interactive capability. Additionally, if the training is conducted remotely, all trainees have sufficient
internet access and the low network latency required for them to immerse in the training.

Specific considerations: As mentioned, these VR training experiences should be used as a
supplement to real-life training, never as a substitute.

Existing implementations:

e University College Hospital (London) has adopted a VR surgery simulator to train its medical
staff ¥

e The University of Melbourne’s Virtual Reality Surgical Simulation laboratory has developed a
VR simulation for ear surgery ***

e The University of Toronto’s medical school is using made-in-Canada VR technology to train
surgeons '*

APPLICATION: EMERGENCY RESPONSE AND DISASTER RELIEF PLANNING

Description: A VR or AR live tracking ‘sandbox’ map for strategic disaster and emergency response
planning

Role of government: Application user

Rationale: Emergency responses can be high-risk. Strategic placement of team members can be
crucial to the success of the operation, and knowledge of the live locations of these units can ensure
action in the most efficient and safest manner. By generating a dynamic 3D replica of the target
environment with a live feed of the location of all units deployed in the area, that is accessible
through either VR or AR, the response team managers can determine the best strategy moving
forwards. An example is during large-scale bushfires. It could be beneficial to see a live rendering of
the bushfire front and its pattern of spread, along with the live locations of firefighter troops in the
area, so that effective strategies can be developed.

Assumptions: There is a low-latency method for troops to broadcast their location to the
application that runs the 3D rendering and tracking.

Specific considerations: The rendered sandbox map does not require high fidelity, as long as it
portrays the pattern of spread and the location of each of the troops to the requirement of the
strategists.

Existing implementations: There are no large-scale VR response procedures similar to the
description above, however there are pilots for disaster response and mass-casualty VR response
training in the US.**
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Figure 4.4: An example of an AR-based ‘sandbox’ map (from the Berlin Game Science Centre),
that could be adapted for emergency response planning.**

4.6 Application class: Giving people experiences

Persistent virtual world

Presence

Social connectivity

relevant metaverse properties

This class of applications explores objects and experiences in the form of interactive
persistent virtual worlds and 3D visual overlays.

Virtual worlds are 3D rendered environments that users can interact with while in VR. These
worlds can be replicas of the real world to encourage tourism, provide a unique form of
creative expression for artists, act as a form of general entertainment for users, amongst other
applications.

In addition to contextual information overlay, AR can be used to add virtual 2D or 3D elements
to a person’s view of the real world. An example is adding a holographic rendering of a poker
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machine to a person’s environment while they are using AR, so they can play without needing
to be in a physical casino, or superimposing live digital visuals onto a real installation without
needing to build the physical infrastructure.

Existing alternatives

Obvious alternatives that should form a baseline of comparison for use cases with this
application class are

e engaging with the real world, e.g. visiting the real tourist destination rather than a
duplicate in a virtual world

e building the infrastructure for the 2D or 3D visuals in real life, e.g. projecting live digital
visuals onto the physical scene using projectors

Potential benefits

e Virtual worlds provide artistic freedom: Virtual worlds do not need to be bound by
realism, and can openly manipulate visual elements such as gravity, colour, and shape.
This creates endless new possibilities for artists and developers.

e Virtual worlds are cheaper to create: Creating expansive virtual worlds can be
significantly cheaper than developing these worlds in real life. In VR, the worlds can be
built anywhere, by anyone. Individual buildings do not need purchase of real-estate or
land (unless they are being built in a pre-established virtual world, such as
Decentraland or The Sandbox) . Buildings and trees can be cloned efficiently, forgoing
construction OH&S concerns due to their digital nature, making them quicker to
complete and easier to modify upon completion.

e AR provides unique tourism opportunities: By augmenting a real environment with
dynamic and novel visuals, one can establish an entertainment experience that is not
bound by the restrictions of reality, and also without needing to duplicate the world in
virtual reality (see the example applications below). This results in a cheaper and more
flexible setup without also de-incentivising tourists from visiting the real location.

o Forexample, an AR-based Vivid Sydney event would be better for incentivising
tourists to visit Sydney — as the AR would only work while looking at the
points-of-interest in person — compared to a VR-based Vivid Sydney that
duplicates Sydney in a virtual world.

o Novel opportunities for artists: Digital art in VR and AR form also creates more
opportunities for artists to showcase their work, as the art would only be available
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digitally. These art installations may not need to meet locale restrictions such as
awareness of the city skyline or neighbouring obstructions.

Potential harms

e Discourages in-person tourism: By providing virtual duplicates of tourist destinations
and points of interest, in combination with the novel immersive opportunities
presented by VR, it could discourage people from visiting the real-life location.
Designers of the virtual world should be cautious to create a duplicate that intrigues,
rather than de-incentivizes, tourism to the real-life destination.

e Difficult to monitor for harmful behaviour: Virtual worlds can be difficult to regulate
and monitor, which means harmful behaviour could be difficult to control (see
Sections 5.1 and 5.2).

e Lack of regulation results in legal ambiguity: The lack of regulation could create a
previously-unexplored and possibly legally ambiguous relationship between a real life
location (e.g. a bar) and the services used by patrons while in the location (e.g. a
virtual pokies machine). Especially for illegal activities, would the location be held
accountable for allowing patrons to use these activities in the establishment, or would
it be separated as part of the user’s own internet activity?

e ARvisuals could be distracting: Supposing AR technology becomes widely-adopted,
any augmentations to reality — artistic or informative — would need to have public
safety in mind, so pedestrians would not be distracted or have their vision obscured in
a dangerous way. An example is while they are crossing a busy street, or stopping in a
busy walkway, to watch an AR light show.
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Example applications

APPLICATION: AN AUGMENTED REALITY (AR) ENHANCED VIVID SYDNEY

Description: Enhancing Vivid Sydney events and points of interest using AR
Role of government: Application provider / Platform provider

Rationale: NSW’s annual Vivid Sydney event could be enhanced in AR. AR technology can add
dynamic visual elements to points of interest in Vivid Sydney, with greater artistic freedoms
compared to the real world. The NSW Government could develop a mobile application where users
point their cameras at a Vivid POl and the AR feature renders superimposed visuals exclusive to
people using the app. This approach could similarly be used for other points of interest across NSW
to increase tourism, as these AR features would only be viewable when the user is in a direct line of
sight from the venue, ensuring that the locals (e.g. nearby restaurants, bars) can benefit from this
tourism as well.

Alternatively, the NSW Government could create a platform for AR Vivid, and local companies and
artists could adopt the platform to create their own AR scenes with standards and regulations set by
the NSW Government.

Assumptions: There is sufficient reception in the area to download and render these dynamic
visuals on mobile devices. Additionally, the app is free to download and is provided or endorsed by
the NSW Government. If the NSW Government chooses to become a platform provider for the AR
Vivid service, it will need to ensure all of the external AR offerings have been approved before going
live on the public-facing app.

Specific considerations: Vivid Sydney attracts a lot of people each year. Supposing the app requires
an active internet connection and everyone is using their phones to view the AR graphics, there will
need to be sufficient bandwidth to handle the large number of people in the same area. The
graphics will need to be at an appropriate resolution without significantly draining battery life and
internet data. The NSW Government will also need to be transparent if it is collecting any user data
from these experiences. AR also may not work under low-light, so lighting in the surrounding areas
should be considered.

Existing implementations: There are no existing implementations that align to the description
above, however AR as a medium for enhancing public artworks has been explored.

e Ohio’s Akron Art Museum’s ‘Interplay: Art Play for All’ exhibit where scanning a QR code via a
mobile phone renders an interactive piece of artwork using AR *¢

e The National Gallery of London placed QR codes all over the streets of London which
renders an AR artwork when scanned by a mobile device **

e The National Museum of Singapore hosted a ‘Story of the Forest’ exhibit with 3D animations
that visitors can interact with by downloading an app '*
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e The Museum National d’Histoire Naturelle in France hosts an experience called ‘Revivre’ that
renders extinct animals in AR. Visitors use a Microsoft HoloLens to view the 3D AR
animations ¥

Figure 4.5: National Museum of Singapore’s ‘Story of the Forest’ exhibit, where audiences can
use an app to interact with the illustrations in the exhibit**°

APPLICATION: VIRTUAL TOUR OF THE SYDNEY OPERA HOUSE

Description: Generating a 3D interactive replica of the Sydney Opera House in a virtual world to
encourage tourism.

Role of government: Application provider

Rationale: With the NSW Digital Twin already in development, there is potential to upload the 3D
rendering of a NSW point of interest into a virtual world. An example landmark is the Sydney Opera
House. Users could explore detailed and to-scale renderings of the Sydney Opera House in the
virtual worlds through their VR headsets. Increased public interest in the area could encourage
tourism, especially if the VR Sydney Opera House visit is also able to promote interest in surrounding
areas.
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Assumptions: The rendering would be available for free to the public.

Specific considerations: There may be important legal considerations that will have to be
addressed regarding the digitisation and online display of the Opera House and its various art
pieces.

Existing implementations: There are several 360 VR tourism videos already available for free on the
public domain, however they are static videos and not interactive. Examples are guided tours of
Venice **' and aerial VR shots of Angel Falls in Venezuela **>. Google Arts and Culture created
VersaillesVR, a free interactive tour of the Palace of Versailles available through the gaming platform
Steam **'>* however this is a standalone game and is not part of a virtual world.

APPLICATION: HIGH SCHOOL STUDENT VR TOUR OF A MANUFACTURING FACILITY

Description: Replicating industrial facilities in virtual worlds for use as a remote educational tool
Role of government: Application provider

Rationale: Providing replicas of industrial areas — such as manufacturing facilities, foundries, or
refineries — in a virtual world could provide educational benefits. For high school students studying
subjects like physics and engineering, visits to these facilities could prove useful for their studies
and provide insights into their career pathways. However, where these facilities are not operated
locally or they are not open to the public, having a VR alternative for students to interact with may
be cheaper and more manageable than a school trip to a real facility, especially if it is interstate or
international.

Assumptions: For virtual school trips, students would require access to a VR headset, with
appropriate bandwidth to explore these virtual environments.

Specific considerations: These replicas should not be used in place of a trip to a real site,
particularly if a school trip is feasible and the facility is safe to visit.

Existing implementations: Similar to the ‘Virtual tour of the Sydney Opera House’ application,
there are VR videos with tours of manufacturing facilities available for free in the public domain,
such as one created by the American Fuel & Petrochemical Manufacturers ***. However, they are
static films and cannot be interacted with.
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Figure 4.6: Generating a 3D replica of a manufacturing facility in a virtual world could yield
positive educational outcomes.*®

APPLICATION: AR CAMBLING BARS

Description: A NSW pub or club could offer AR ‘virtual gambling’, where for example, patrons
interact with virtual pokies placed in the bar by augmented reality headsets.

Role of government: Regulator

Rationale: The AR pokies machines could replace physical pokies machines. The cost to build an AR
pokies machine would be negligible compared to a real-world version. Removing the physical
pokies machines would also result in more available bar space to host other forms of entertainment.

Assumptions: Wide adoption of AR interfaces commonly worn in public

Specific considerations: Creation of an AR gambling bar creates a new and possibly legally
ambiguous relationship between the real location and the virtual location. There is an unclear
division of responsibilities between the bar and the metaverse pokies application provider, and it is
difficult to police any relationships between a physical space and the AR content digested by users
in the space. Additionally, lowering the barrier of access to gambling in public venues may increase
opportunities for problem gambling.

The regulatory role of the government would require resolving questions such as:

e Under what circumstances would the poker machines ‘in’ the bar for the purposes of
licenced gambling venues?
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e What if an augmented reality provider places the pokies in the bar without the bar’s
permission?

e Do limits on numbers of physical poker machines apply?
e How would safe gambling rules be applied?

Existing implementations: There are no existing examples of AR gambling bars in the nature
described above, however there is a lot of public interest in this area.

4.7 Application class: Transporting people out of their environment

Persistent virtual world
Presence

Social connectivity

relevant metaverse properties

For people in an unpleasant or emotionally distressing situation, the sense of presence
afforded by metaverse technology may be used to help people escape from their reality into
an alternative reality that is more befitting to their needs.

Existing alternatives

Obvious alternatives that should form a baseline of comparison for this application class,
especially as a form of escape or easement of emotional distress, are

e watching TV.and movies

e reading books

e browsing the internet

e video conferencing and phone calls with friends and family
Potential benefits

e Virtual escapism: The immersiveness of VR means users can escape into another
location without needing to leave their real environment, which could be infeasible
given their personal circumstances. VR can provide an unlimited number of alternative
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environments to escape to, which could also be cheaper than physically travelling to a
location.

Potential harms

e De-incentivises improvement to the real world: By creating convincing, effective
forms of escapism in a virtual world, it de-incentivizes improvement of the person’s
real environment. For example, it creates the notion that improvement of a derelict
prison or nursing home environment can be forgone with a good VR setup.
Unsupervised adoption of these systems could foster neglect and violate human
rights.

e Increased social anxiety: Excessive use of virtual reality as a form of escapism could
lead to increased social anxieties and feelings of isolation *>*?

Example applications

APPLICATION: VR AS AN OPTIONAL ALTERNATIVE TO PAIN MANAGEMENT IN HOSPITALS

Description: Meditative VR environments could be used to ease emotional distress in hospital
patients

Role of government: Application provider

Rationale: By putting on a VR headset, people can leave their current reality and escape into an
alternative one. This can be particularly impactful during periods of emotional distress, anxiety or
pain, if the alternative reality presented to them has a meditative or calming effect. There is
potential for this type of VR to be used in hospitals, to help alleviate the distress of young children,
or to assist mothers during birth.

Assumptions: The virtual reality gear is comfortable to use, and the patient is not prone to motion
sickness, which could increase emotional distress.

Specific considerations: Different people require different forms of anxiety reduction (meditation,
high energy distractions, a social component, etc.) so there needs to be a variety of virtual
environments on offer.

Existing implementations: Multiple studies have been conducted on use of virtual reality for pain
and anxiety relief when undergoing hospital treatments. Some studies found that VR helped to
decrease pain and anxiety *""'*' whereas others found no significant decrease in patient pain and
anxiety levels with VR treatment.'*>'** If this application is to be considered, further research should
be conducted by the NSW Government to determine whether this approach will be effective.
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APPLICATION: VR EXPERIENCES FOR RESIDENTS OF NURSING HOMES

Description: Providing VR to residents of nursing homes so they can explore virtual worlds when
they are unable to travel physically.

Role of government: Application provider

Rationale: Travelling may be difficult for some residents of nursing homes. VR can provide a
convincing alternative to physical travel, with limitless possibilities for the location of travel due to
the artistic freedoms the platform provides. Providing these opportunities for nursing homes may
assist in reducing residents’ feelings of loneliness or isolation.

Assumptions: The VR experiences are operated by the elderly, which means the software and
technology needs to be intuitive and comfortable for them to use.

Specific considerations: VR technologies should always be used as a supplement to improved
living conditions, not as a primary solution. Additionally, care needs to be taken to ensure
alternative VR environments are mental health positive and regulated.

Existing implementations:

Australia-based NomadVR is a service that provides VR for aged care facilities ***
Researchers from QUT, Griffith University, University of Melbourne and La Trobe have
integrated VR technologies into six Australian aged care facilities '*°

e Blue Cross and Build VR developed a VR application for aged care residents and those with
dementia '*

Figure 4.7: VR could be beneficial for residents of nursing homes, especially if they are unable to
travel physically.*®
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5. Recommendations for building
understanding and expertise

Part of NSW Government’s preparation for deeper engagement with the metaverse will
involve building understanding and expertise. Beginning to invest in staff and institutional
knowledge skills and capabilities now will help ensure that the government is ready if and
when metaverse technologies become more widely adopted (including within government).
The following sections provide a series of recommendations for starting this process.

5.1 Examining open legal questions

Adoption of metaverse technologies both by the NSW Government and the wider public will
raise new legal questions. Considering these questions now will help the government
understand and prepare to take on its roles as a metaverse user, platform provider and
regulator.

The authors of this report are not legal experts. This section raises questions of a general
nature based on possible metaverse deployment scenarios. We implore the NSW
Government to seek legal advice before undertaking any new activities whose legal
status is not well-established.

Understanding the legal status of metaverse applications
What existing activities and products are legally relevant to the metaverse?

Metaverse applications combine elements of various existing technologies. Therefore, in
seeking to understand their legal implications, it may be helpful to first establish where
existing law can be applied directly. Relevant technologies may include:

e computer games, especially massively-multiplayer online games (MMOs)
e phone or desktop apps

e websites including e-commerce sites

e social networks.

In many of these cases a metaverse application will differ from these existing technologies
only by virtue of being accessible through VR or AR, which may be irrelevant to many legal
questions. This may apply particularly in areas such as:

e taxation
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e data privacy
e fraud
e contracts

e intellectual property.
Status of property in metaverse applications

Are there any circumstances where objects or locations in metaverse applications could take on
property-like elements?

Consider a virtual object or piece of land in a metaverse application whose ownership in that
application is contested. Though Australian law does not recognise the data or information
that represents the object in the computer as property,'® it is an open legal question whether
such virtual objects or land in metaverse worlds may have enough property-like elements
that property law becomes relevant.'®

Copyright law may also intersect with metaverse applications: reproduction of existing
architectural works in virtual worlds or modification of existing works with augmented reality
may, for instance, require obtaining a licence from the copyright holder of the work in
question.

It may be important for the NSW Government to plan for the legal ambiguities around
property when developing metaverse applications. Similarly, the government is responsible
for the collection of property taxes in some circumstances: the status for metaverse land or
objects may also be relevant for this role.

Localisation of metaverse elements
When are augmented reality objects ‘in’ a real-life location?

Augmented reality allows for the projection of virtual objects into real environments (see
Section 2.2). This raises the question of when those objects should be legally considered as
‘in’ that environment. One example (described in Section 4.6) is the placement of virtual
poker machines placed in bars through augmented reality. Different legal issues may arise
depending on the bar's involvement or knowledge of this placement, which will also have
implications for gaming regulations and gaming tax, both administered by the NSW
Government.
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Other examples where the question of locality may be legally important are the addition of
illegal material such as child abuse imagery into a location through augmented reality, or the
creation of augmented reality hazards that cause people to trip and fall.

The ambiguity of localisation also arises when considering the rights of individuals over their
own real property: it may be important to understand whether a homeowner, for example,
has any rights to control the kind of virtual objects placed on their land by third party
metaverse application providers (including, potentially, the NSW Government). This issue has
already arisen with the augmented-reality app ‘Pokemon Go’, which encouraged throngs of
players to particular real-life locations as part of the game.'™

Privacy

Are the data collected by metaverse applications appropriately requlated, especially for
children?

As described in Section 1.2, metaverse applications may be in a position to collect
high-fidelity data about users including heart rate, eye, head and body movement, gaze
direction, and facial expressions. Data such as these are not necessarily identified as sensitive
in Australian privacy law, but still present significant privacy risks: they are typically able to
uniquely identify an individual, and also can be used to infer a variety of emotional responses
and states.

Metaverse technology is already being rolled out to schools in NSW (Section 3.6). ANSW
Department of Education staff member involved in the stem.T4L VR program explained the
safety and privacy precautions taken by its coordinators. Examples include confirming the
location of collected student data (i.e. student data must be stored in Australia, preferably
NSW) with the application owners, and the use of ‘non-immersive’ VR hardware (such as
Google Cardboard ') that permits only ‘3 degrees of freedom’. However, they noted that the
emergence of internet-based metaverse applications has increased the risks, especially as
there is no regulation protecting children’s privacy rights or controlling the data collected
about them in the metaverse.

Accessibility

When would the NSW Government have obligations to ensure metaverse services are accessible
to all members of the NSW public?

Accessing metaverse applications typically requires a VR or AR headset and a high-speed,
low-latency internet connection (see Section 6.3). Apart from the cost associated with
obtaining these items, some people may be unable to wear a headset without feeling
nauseous and so will be excluded from any services that require them. We recommend that
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the NSW Government therefore investigate any legal requirements for accessibility when
developing or regulating metaverse applications.

Identity

Are there circumstances in the metaverse where people have a right to their own likeness, as
instantiated in the form of an avatar?

Current Australian law does not generally recognise ‘personality rights’ for the public: a
person’s likeness may be used, for example, in a painting, without obtaining their permission
(though some limitations do exist on the use of likenesses in commercial contexts). As
metaverse avatars become higher-fidelity and their use increases, this legal status may
become less clear.

5.2 Preparing for crime in the metaverse

Crime is inevitable in metaverse applications. When that crime involves a NSW resident, the
NSW Government may be the relevant jurisdiction in which that crime is investigated and
prosecuted. As described above, the existing approaches to policing and prosecuting crimes
conducted through the internet (for example, abuse and fraud) may serve as a starting point.

Given the use of cryptocurrency and NFTs in metaverse applications, it would be reasonable
to expect that the rampant fraud in that world "> will present significant risks for the people of
NSW.

One question of law that may become relevant in the metaverse is whether certain kinds of
traditionally physical crimes such as assault, can be perpetrated in virtual reality. This
qguestion may become especially relevant as the fidelity and level of immersion provided by
VR and AR headsets increases.

Even if conduct falls short of the legal threshold of a crime, it may be important for NSW law
enforcement to be involved in prevention activities in the metaverse. The NSW Police Force’s
cyberbullying activities, for example, could be expanded to encompass risks in metaverse
applications.

5.3 Training key staff

Formal training in ‘the metaverse’ is currently nascent, but training resources in the
underlying technologies are well-established. Should the government wish to develop or
deploy metaverse applications, platforms or services, then training both leaders and technical
staff will be important. Some of the key areas for these roles are described below.
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Leaders

the kind of application areas for which metaverse technologies may be suitable
the risks of metaverse applications for NSW residents and the government

the responsibilities of leaders to establish effective governance of metaverse
applications developed by the NSW Government to ensure they are fit for purpose and
do not cause unintentional harm.

Technical staff

the new content and behaviour moderation challenges associated with virtual reality
environments, such as identifying and preventing physical intimidation

the construction of 3D interactive virtual worlds, which involves expertise in 3D
modelling and the development or use of game engines

network architectures that can provide latency and bandwidth requirements suitable
for metaverse applications

API design considerations for streaming data formats appropriate for metaverse
applications

user experience, especially harmonising the variety of devices users may use to access
the metaverse, such as phones, desktop computers and XR headsets.

5.4 Initiating a metaverse application pilot

Developing a metaverse application as part of a pilot project may be an effective approach to
upskilling NSW Government staff. Such a pilot could provide practical experience that
complements formal training. Importantly, careful control of the pilot design can allow the
government to identify currently unknown risks whilst preventing serious consequences for
the government and the public.

The following questions and considerations may help inform selection of a metaverse
application pilot project.

Questions and considerations when choosing pilot use case

1.

Does it provide the opportunity for NSW staff to build capability with metaverse
technologies?
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a. Ifyes, will experience from the pilot be useful across the government, beyond
just the team that developed the application?

2. Does the application provide a service to which all NSW public are entitled?

a. Ifyes, then does an equally capable mechanism to access that service already
exist (such as a web application)?

i. Ifnot, isthere arisk that people without the required hardware to
access the application (such as headsets or good internet) would be
unfairly disadvantaged?

3. Does the application provide an alternative to in-person interaction with NSW
Government staff?

a. Ifyes,isthere arisk that the pilot would be perceived as a cost-cutting or
automation exercise?

4. Does the application take advantage of existing NSW Government, data, infrastructure
and services (for example, the Spatial Digital Twin and NSW Digital Identity services)?

a. Ifyes,isthere a potential to use the pilot to improve those services' utility for
future 3rd party metaverse applications?

5. Does it depend on the three metaverse properties (Section 1.1) to achieve its purpose?

a. If not, is there arisk that the pilot will be perceived as a waste of money, given
non-metaverse alternatives like a web application may achieve the purpose
just as well?

6. Does the use-case require the NSW Government to moderate the behaviour or
language of users?

a. Ifyes, consider that automated solutions for moderation are not yet
well-developed for metaverse applications, opening NSW residents up to
significant risk of harm.

7. Does the use-case require collection or use of detailed behavioural or physiological
data?

a. Ifyes, consider the heightened privacy risks from collecting this data.

8. Does the use-case involve algorithms or automation designed to influence the
behaviour of users?
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a. Ifyes, consider the risk of unintended consequences of these features, as
demonstrated in social media applications (See Section 1.2).

9. Does the use-case involve cryptocurrency or NFTs?

a. Ifyes, consider the additional risk this exposes users to given the widespread
cases of fraud, scams and cyberattacks surrounding these technologies.

10. Are there any other risks of unintentional harm to the NSW public?

a. Given that metaverse applications are new to the NSW Government, it may be
prudent to be especially conservative and avoid pilots that pose any
foreseeable risk to people of NSW.

Pilot ideas suggested by NSW Government staff

During interviews informing this report, NSW Government staff proposed a number of specific
use-cases that they thought would be worthwhile, including:

e VR tour of Sydney Opera House (Section 4.6), in which users (jointly) explore and

learn about the venue in virtual reality, possibly even seeing performances on a virtual
stage.

e virtual Service NSW shopfront (Section 4.3), in which users can interact with Service
NSW staff through VR to pay bills, renew their driver’s licence etc.

e virtual tech precinct (Section 4.3), in which organisations can obtain virtual offices
for collaboration and co-location.

These ideas are examined in the sections listed.

Choice of first pilot application

Based on an evaluation of the questions and considerations above, the following applications
(drawn from Section 4) may be suitable for an initial pilot project:

e Virtual tour of the Sydney Opera House (Section 4.6): This project would produce a
3D interactive replica of the Sydney Opera House in a virtual world to act as a tourist
attraction. Utilising the NSW Digital Twin as infrastructure for this pilot would have the
benefit of serving as a testing ground for metaverse support there. The application
does not provide a critical service (which would imply requirements for high levels of
accessibility and reliability), and does not depend on social interaction (which would
require careful moderation to be in place).
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e VR emergency services (police, firefighter and medical) training (Section 4.5):
Replicating emergency service scenarios in VR could provide a safe and effective
approach to training, especially for situations that are difficult to re-create practically.
VR training programs of these types have already been deployed by international
governments, so the NSW Government could investigate procuring existing tools. The
application is also not public facing, nor is it involved in critical decision-making,
reducing the risk of large-scale negative impacts.

e Rail corridor maintenance activities (Section 4.4): Transport NSW has suggested
that a live AR headset overlay for rail corridor maintenance could improve upon the
functionality of its existing mobile application pilot. The application is not public
facing, which could reduce the risk of large-scale negative impacts. It also replicates
and improves on an existing solution that could serve as a backup during development
and testing.

e Emergency and disaster response planning visualisation (Section 4.5): With the
recent floods devastation and upcoming bushfire season, improving emergency
response is an urgent and relevant effort. A live geospatial visualisation for tracking
incidents and responses in VR or AR could assist teams directing emergency and
disaster response efforts. Developing such an application could also be an opportunity
to improve existing data sources. The application is not public facing, reducing the risk
of large-scale harm from errors in design. It is, however, performing a critical function
and would need to be extensively tested before being relied upon.

5.5 Founding a community of practice

If the NSW Government wishes to upskill its staff and build metaverse capability, it may
benefit from engaging with a metaverse community of practice. Globally, there are no active
metaverse communities of practice, so NSW will need to create its own. This community could
be internal, but could also be open to other public sector or private employees, to the NSW
Government’s discretion.

Discussions with NSW Government staff have revealed a number of prototype metaverse
projects and research in the area, dispersed across different departments (see Section 3.6). By
establishing a metaverse community of practice, branches of the NSW Government can share
knowledge and insights from their research. This could lead to a more cohesive overall NSW
Government metaverse strategy, and encourage collaboration between departments on new
metaverse incentives.

A department should be chosen to lead the metaverse community of practice, an example
being the Department of Customer Service, or any department who has conducted extensive
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research into XR technologies, such as Transport for NSW, Department of Health, or
Department of Education. The group in charge could organise an email chain for
communications, as well as an online community forum for members to post interesting
articles or upcoming events.

Community meetups should be organised on a recurring basis — i.e. quarterly — so that
representatives from each department and other interested parties from the NSW
Government can share ideas, showcase their work, and raise discussion items.

5.6 Creating a metaverse ‘experience lab’

Metaverse technologies, particularly VR and AR, are new enough that many people have not
experienced them at all. Creating an ‘experience lab’ for NSW Government staff gives an
opportunity for the staff to have such a first hand experience in a controlled environment, and
may help develop staff’s intuition and judgement about their various roles with the
government’s work in the metaverse.

5.7 Cultivating collaborations and knowledge sharing

If the NSW Government plans to develop metaverse applications, there is value in networking
with other entities who have either applied, or are conducting their own research into the
metaverse. These networking events can be any of the following, or a combination of

e NSW Government cross-agency metaverse strategy events that invite members of
different areas of the NSW Government to showcase their current efforts in the
metaverse

e cross-government events with representatives of federal, state, and territory
governments across Australia to share their metaverse research and help to establish a
national strategy for the metaverse

e partnership and collaboration events involving both public and private sector, where
the private sector participants are encouraged to showcase their metaverse capability
at the event. Increasing networking opportunities with the private sector will also help
to establish a chain of recognised metaverse suppliers to support future
metaverse-related procurements.
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6. Recommendations for augmenting existing
systems and infrastructure

To prepare for wider adoption of metaverse technologies, the NSW Government needs to
consider the systems, services and infrastructure that will enable its potential involvement.
Regardless of the extent to which the NSW Government itself decides to build or deploy
metaverse applications or platforms, the existing digital services it already provides (such as
digital identity) may need to interact with metaverse environments. As a regulator, the
government may also require new technology and infrastructure to perform its role in the
metaverse.

The following sections outline some of the key enabling technologies and infrastructure that
we believe the NSW Government should start considering now, to ensure that rapid metaverse
adoption does not catch them by surprise.

6.1 Designing NSW Digital Identity for the metaverse

Digital identity is an important part of operating online today. This is true whether a user is
interfacing with a phone app, a website or an avatar in a metaverse world. Given that
metaverse adoption is still relatively low, there may be novel requirements for digital identity
in the metaverse that have yet to emerge. We recommend that the NSW Government, as a
digital identity provider, assume that digital identity will be an important service in the
metaverse and consider what new technical, legal and regulatory issues arise as a result.

Anonymity and identity

In the diversity of virtual worlds and services, there will likely be a need for different levels of
user identification. These levels range from anonymous, un-authenticated (and potentially
automated) users through to fully authenticated legal individuals identified to the metaverse
platform or service.

Anonymity and/or lack of authentication can create the potential for harmful behaviour. In
the case of social media, the ability for users to be anonymous has been cited as a key causal
factor driving societal problems such as amplified hate speech (including extreme racism),
harassment, abuse and large-scale election manipulation.*

This has led to the calls for social media platforms, including metaverse developers, to require
users to verify their identities with the platform provider, even if interacting anonymously on

the social media platform.'>*™
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There are situations where full anonymity is important, however. For example, Technology
companies have shared sensitive information with governments in the past, including identity
information.'™ Dissidents, human right activists and journalists pursuing the dissemination of
truth about potentially inappropriate, self-serving or downright harmful government actions
stand to lose unless they can be confident their work can be carried out under full anonymity.
There is also public value in removing barriers to whistleblowing.

Similarly, the institutional status quo in different countries and jurisdictions is never
politically neutral and full anonymity can be important for political minorities to voice their
views. It is often difficult for individuals holding political views underrepresented among
mainstream institutions to openly participate in the political process without being
consistently censored, defamed or vilified. As an example, the Federalist Papers were written
anonymously by three of the United States’ Founding Fathers; given the controversial
contents of the US constitution, their ratification could have been compromised or delayed
had the papers not been written anonymously so as to prevent ad-hominem political
backlashes.'™ Anonymity can be of critical importance to promote and maintain diversity in
political discourse.

It is therefore important to acknowledge and recognise the legitimacy of this tension between
potential benefits and harms of anonymity in the metaverse, and consider Digital Identity
within the context of that tension.

Purposes of digital identity verification

Types of verification of users or of certain properties of users that are likely to be importantin
the metaverse include:

1. Human verification (that the given person is a human - which could use, for example, a
CAPTCHA-like service or be tied to a full legal verification service)
Example use case: NSW Food Safety Overlay (Section 4.4) to ensure that reviews are provided
by people rather than bots.

2. Age verification (that the user is of, is more than, or is less than a certain age)
Example use case: AR Gambling Bar (Section 4.6) to ensure participants are of a legal
gambling age.

3. Nationality or residence status verification (that the user is of a certain nationality or is
aresident in a certain physical jurisdiction - for example NSW - where virtual services
are relevant to physical jurisdiction)

Example use case: Region-restricted VR media streaming
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4. Legalidentity verification (that the user is the legal person who they claim to be)
Example use case: Virtual nursing home visitations and VR courts (Section 4.3) to ensure
participants are who they say they are.

There may be a role for governments to play in types 2-4.

Some other forms of verification that are also likely to be used in the metaverse and may
include government involvement include:

5. Voucher verification (that a given voucher is valid - for example, vouchers for services
like the NSW Government’s Dine and Discover vouchers could be used to encourage
people to use metaverse services run by NSW companies)

6. Credential verification (that the identified user has the stated credential - for example
accredited to provide a specific service related to healthcare provision, education
provision, gambling service, etc).

Mechanisms of digital identity verification

The NSW Government describes digital identity as “a form of transactional identity that allows
customers to access services online. An ‘identity provider’ relies on existing legal and trusted
transactional documents to confirm your identity and establish your digital identity. Digital
accounts can allow the reuse of the identity information you have previously provided so that
you don't need to keep providing evidence of your identity”. '

According to a NSW Government Digital Identity Strategy,'”” the main five principles involved
in the NSW Government’s digital identity policy and legislative development are:

1. privacy, consent & control

2. transparency & security

3. user-centricity, inclusivity & accessibility
4. technology neutrality & data portability
5. simplicity, effectiveness & efficiency.

Although there are no explicit references to AR and VR compatibility — or the metaverse — in
these principles, they are encompassed in the ‘technology, neutrality & data portability’
component. By creating a digital identity that is technology-agnostic and built with
international standards in mind, users’ identity will ideally be provable in any digital
environment including VR and AR scenarios, such as in virtual courts and digital classrooms.
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Existing mechanisms for digital identity verification for Internet services will likely be
leveraged within the metaverse. For example, a metaverse platform provider may require
that, for account creation, a user be associated with a legal identity as part of signing up. In
such a case, the actions of this user over time could be associated with that legal identity
(optionally with just-in-time authentication for specific actions). In other cases, association
with a legal identity could be done on the use of a specific location (e.g. a virtual casino) or
service.

Some examples of these existing mechanisms are:

e the ATO using voice authentication to verify a caller’s identity'™

e the NSW Government trialling comparing digital photos captured via a smartphone
app against official images such as a driver’s licence to confirm an individual’s
identity.'"”

For those metaverse platforms or worlds that use the blockchain, there are also some
emerging proprietary approaches for ‘Web3’ decentralised identity verification products. This
includes services such as Magic'® (which supports email, WebAuthn, fido2 security keys),
PhotoChromic'® (an approach to a universal digital identity that is a single blockchain asset
that maps to official physical ID) and Liquid Avatar'® (for management, control and using
verified digital identity and personal data). These may be utilised by some virtual worlds.
These efforts are all at an early stage of development and are largely non-standardised
(though in some cases make use of standards).

6.2 Augmenting NSW Spatial Digital Twin for metaverse support

The NSW Government’s Spatial Digital Twin (SDT) project could become a useful resource for
developers building metaverse applications, as well as for the government itself to use in
development of its own metaverse applications.

The NSW SDT serves as a management, delivery and visualisation tool for various 3D and
spatial and spatio-temporal data. The long-term vision of digital twins in general is to create a
virtual replica of the real world in digital form that can be visualised, analysed and annotated.

There are some compelling reasons to explore augmenting SDT with support for metaverse
technologies: Many of the existing digital twin use-cases naturally benefit from VR and AR. For
example, the existing SDT contains telecommunications and infrastructure data intended to
assist emergency response teams understand the locations of valuable infrastructure during
e.g. a bushfire. The use of augmented reality display of this data could enable firefighters to
make better use of it.
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By extending the capabilities of the data access APIs already available in SDT to facilitate use
by metaverse applications, the SDT could support a variety of useful, 3rd-party tools for NSW
residents. Examples include:

e using live Transport NSW information to provide augmented reality overlays depicting
the locations and routes of NSW buses, trains and ferries

e using spatial data from local councils to provide augment reality overlays for building
planning and approvals

e using spatial data about telecommunications infrastructure to provide AR overlays for
emergency response teams.

In considering building explicit support for metaverse applications, the government may need
to examine:

e the feasibility of streaming raster, vector and mesh data to XR headsets, including
formats for efficient ingestion by game engines commonly used to implement
metaverse virtual worlds

e whether certain applications have constraints on latency or response time that impact
the design and deployment of the APIs (See Section 6.3)

e whether support for XR visualisation is feasible in the federated model of data
provision currently employed by the SDT.

6.3 Identifying gaps in network infrastructure

Many homes and businesses in NSW lack high quality internet access. This is particularly true
in remote areas, some of which don’t have internet access at all. Such lack of connectivity
introduces problems for accessing metaverse applications, many of which will require
high-bandwidth, low-latency connections to function. Many of the potential NSW Government
use-cases described in Section 4 which would otherwise be useful for people in remote areas,
such as remote telehealth consultations and remote learning, may be impossible to deploy
due to poor connectivity. Upgrades to connectivity will therefore be critical to support wide
access to metaverse applications for NSW residents and businesses.

Bandwidth and latency are the two key metrics that will determine an application’s
performance.
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e Bandwidth is measured as the amount of data that can be transferred from one point
to another within a network in a specific amount of time.

e Latency is an expression of how much time it takes for a data packet to travel from one
designated point to another.

Bandwidth

Most current VR applications pre-install content on the headset to reduce the amount that
needs to be streamed, and/or stream low resolution assets all to reduce the bandwidth
requirement. This limits the size and detail of the virtual worlds due to hardware constraints
within the headset.

Today, applications that stream immersive 360 degree videos do so at a reduced resolution
and still require about 25 Mbps. HD resolution videos demand about 100Mbps. As network
speeds in the target markets improve, more apps will seek to stream their content from data
centres to provide a grander and more immersive experience. Users on slower networks risk
getting left behind. However, streaming data that is rendered on the headset may require
considerably less bandwidth.

NSW and Sydney are in the bottom half of the table when ranked against international
comparators based on average speed and penetration of broadband connectivity. Sydney
averages speeds of 16.2 Mbps (below the 2018 SIS targets of 25 Mbps), which compares
unfavourably with Hong Kong (26.5 Mbps), Seattle (42.7 Mbps) and Singapore (43.6 Mbps).
Only 17% of National Broadband Network (NBN) connections are at 100Mbps or above,
whereas in New Zealand 17% of fibre broadband customers are already on plans of 1 Gbps or
above.'®

NSW also has ‘numerous areas with poor or no connectivity’, with ‘4,000 reported mobile
black spots that impact around 10,000 premises.’ As a result, ‘more than 26% of children
under the age of 15 in remote areas of NSW did not have the internet at home in 2021. Only
23% of people living in outer regional, remote or very remote areas accessed telehealth
services compared to 30.4% of those living in inner regional areas and cities.’ Furthermore,
‘38% of NSW’s Aboriginal households did not have an internet connection in 2016.***

The NSW’s Connectivity Strategy (released in October 2022 by the NSW Telco Authority) aims
to address this ‘digital divide between metropolitan centres and regional NSW.. . . to enable
world-class, affordable and resilient connectivity’*®, with ‘modern, high speed digital
networks . .. available to all’. It will support the roll-out of NSW Government programs such as
the Regional Digital Connectivity program, which will ‘ensure families and businesses across
regional NSW have better access to mobile, internet and digital services.'*
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Latency

Applications that depend on reaction times such as elements of social interaction, gaming
and streamed content need a low network latency to quickly relay data, user actions and
audio between the relevant parties at a speed that doesn’t frustrate or disorient the
participants.

Network latency depends on a number of factors including the quality of the network and the
physical distance between the source and destination. Typically, latency between Sydney and
Melbourne is about 0.15 ms. Australia to the US is greater than 100 ms while Australia to the
UK is usually greater than 250 ms.

Acceptable levels of latency are subjective and task dependent. Dan Rampton, director of
engineering for Meta, has stated that a metaverse where content could be streamed
seamlessly from the data centre to a user would require a network latency of between 10-20
ms. This should be seen as a vision for the future rather than what is needed to run today’s
less-ambitious applications which store most of the required data in the headset. For
comparison, video calls typically require a latency of around 150 ms while online gaming
typically requires latency of less than 70 ms.

These low latency requirements may have consequences for NSW public adoption of
metaverse technologies.

e There may be growing demand for local data centres to reduce the distance travelled
by the data from the hub to the VR or AR headsets.

e There may be regions with poor network connectivity or regions located a large
distance from a data centre that miss out on many of the benefits offered by this
technology.

e There may be some unavoidable fragmentation of the global user base into
geographical regions for activities that demand low latency between users (as has
been evident within gaming communities).

Starting to address connectivity gaps

As a starting point for identifying and addressing specific connectivity gaps, the NSW
Government may wish to consider:

e conducting a state-wide analysis of connectivity, in order to provide a metaverse-ready
view of the state to inform investment decisions
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predicting the locations that might see greater early take-up of metaverse applications
and prioritise improving connectivity at these locations (for example, remote areas
using VR for remote learning)

running metaverse application trials in areas of good connectivity to better determine
performance requirements

developing a connectivity investment plan that explicitly balances targeted
investments based on the likelihood of widespread use with the need to deliver
inclusive outcomes

investigating what implications the limited 5G and fibre broadband access in remote
areas has on metaverse connectivity

ensuring that the NSW Connectivity Strategy’s objective of bringing meaningful digital
connectivity to all citizens and achieving metro-equivalent standards can be metin
light of metaverse connectivity requirements.
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7. Recommendations for developing
governance

Design choices made for metaverse applications, platforms and services control how these
systems operate: whether they act lawfully, how they achieve their purpose, and how they
distribute harms and benefits to those they impact. Governance processes help ensure these
design decisions are made with appropriate authority, information, documentation and
oversight.

Given the early stage of the NSW Government’s engagement with the metaverse, and of
metaverse development generally, it may be premature to implement immediately new
governance for departments undertaking metaverse work. However, we do recommend the
government begin developing elements that can later form part of an established metaverse
governance process. This section presents recommendations for such elements.

7.1 Drawing from experience with Al governance

Because of the parallels between Al and metaverse technologies, the NSW Government’s May
2022 NSW Al Assurance Framework ** could serve as a helpful starting point from which to
model future metaverse governance.

Al and metaverse technologies are analogous in several respects:

o both are complex, novel technologies with significant scope for benefit and
harm

o both haveill-defined boundaries, with no clear definition on exactly which
systems should ‘count’ as Al or the metaverse

o both require specialised, multi-disciplinary expertise to implement which is not
widely present in the government

o both often require procurement of products from third parties
o both involve the collection and use of users’ personal data.

The Al Assurance Framework is already well-designed to address the above challenges,
making its use as a template for metaverse governance compelling.
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Establishing a metaverse review committee

Again drawing on the government’s experience with Al, the NSW Government’s Al Review
Committee could serve as a template for a metaverse review committee. This committee
would consist of experts from government and industry across disciplines, and oversee the
legal, ethical and technical design and impact of the government’s metaverse applications.

Initially, such a committee could perform an advisory function. As the government’s projects
in the metaverse moved beyond pilot stages it could be required to examine and approve
higher risk projects in a similar manner to the existing Al Review Committee.

Relevant fields of expertise that members of the committee could be selected to cover
include:

e cybersecurity

psychology and user experience

ethics

artificial intelligence

law, regulation and human rights.

7.2 Developing responsible metaverse principles

Defining aspirational principles that capture what ethical or responsible metaverse
applications look like is a potential first step towards preventing harm with concrete guidance
and regulation. The NSW Government took this same approach with artificial intelligence:
beginning with high-level statements about what ideal deployments of Al look like, before
moving into more concrete governance measures to manage practical considerations.

Principles developed for an Al setting such as:

e fairness (ensuring the systems do not discriminate against certain individuals or
groups)

e accountability (ensuring that the owner of a system is accountable for its impact)

e transparency ( ensuring that information about the system’s operation including how
it works, its benefits and risks, is available to the right audiences)

e positive impact (ensuring that the system acts in the best interest of its users and does
not cause unnecessary or unintended harm)
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e privacy (ensuring that the system manages personal data safely and securely)

apply equally well to metaverse applications as they do to Al systems (or really to any system).

More specific principles, intended for organisations developing platforms for online
communication (which would include metaverse applications), have been developed by the
Australian eSafety Commissioner.’®” These principles emphasise:

e service provider responsibility
e user empowerment and autonomy
e transparency and accountability.

Being general in nature, principles typically need to be augmented with more detailed
guidelines or rules in order to inform specific design decisions.

7.3 Documenting and recording key design trade-offs

One reason that principles are not generally useful for helping with practical design decisions
is that they tend not to acknowledge the central fact of practical ethics: that most real
decisions involve balancing trade-offs between different, competing harms and benefits.

Explicit requirements to document and balance potential trade-offs could form part of
ensuring responsible use of metaverse technologies. The trade-offs could be framed through
the competing interests of involved parties, such as a metaverse application developer, a NSW
resident user, and the NSW Government regulator.

More specific trade-offs common to metaverse applications could also be documented and
used as a way to inform key design decisions.

Example trade-offs in metaverse applications

e Anonymity can enable whistleblowing and political activism but also make it difficult
to police threats, abuse and misinformation.

e Improving a user's sense of presence amplifies positive and negative experiences.

e More aggressive content moderation will create greater protection from inappropriate
or abusive content and behaviour, but also wrongly stifle more legitimate expression.

e Interoperability empowers users to move more freely between service providers but
may make commercialisation more difficult.
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Data collection about users enables personalisation but erodes privacy.

Enforcing platform interoperability may increase user choice but make
commercialisation more difficult in some circumstances.

7.4 Defining ethical requirements for NSW Government metaverse
applications

The following rules developed by Dr Louis Rosenberg (Chief Scientist for the Responsible
Metaverse Alliance) are intended for large providers of metaverse virtual worlds such as Meta.
Rosenberg developed these requirements as a starting point for metaverse platform
regulation.'®

The rules intend to control some of the specific risks of the metaverse examined in Section 1.2
including:

manipulation of user behaviour through collection of their biometric data and the use
of Al to understand and control their emotional state

fabrication of reality through undisclosed product placement and Al avatars that
interact with users, similar to ‘bots’ in current social media

privacy risks associated with the collection of behavioural and physiological data.

Transparency rules

Platforms must disclose:

what user behaviour is tracked and when it’s tracked
if Al'is being used for emotion or sentiment analysis

what aspects of the world are being injected on behalf of a paying third party (product
placement) and the identity of that third party

when an avatar is being controlled by an Al agent or by a human being

when a user is being targeted by a promotional conversation or interaction on behalf
of a third party, and the identity of that third party.

Data collection and use rules

Platforms must limit:

limit storage of tracking data
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e prohibit storing user emotion or sentiment data

e prohibit tracking vital signs / physiological data for anything non-medical.
Manipulation-free interaction rules
Platforms must prohibit:

e behavioural profiling of users

e using promotional Al agents that react to your emotions in real time.

In addition to informing future regulation discussions, the NSW Government could draw from
these rules to create a set of red lines for metaverse applications with which it is involved.
Such red lines would inform the government’s own development of metaverse applications as
well as engagement with other metaverse providers.

7.5 Developing procurement guidelines and partnership strategies

The NSW Government will likely need to undertake procurement to develop metaverse
applications due to specialised expertise and resources required. Developing clear
procurement guidelines and strategies for partnership will help the government align the
design of the application to its objectives and control risk.

Procurement guidelines can be integrated with existing processes

The NSW Government already has an active ICT procurement process. We recommend
integrating the new metaverse procurement requirements with these existing processes. An
example is adding a new ‘Category S’ in the ICT Services Scheme for ‘metaverse services’ that
suppliers can register under. Subcategories could include

e ARand VR software-as-a-service

e AR and VR hardware and support services

e 3D modelling software and capability

e metaverse application testing services.
Requiring transparency from procured systems

As the government is fully accountable for systems it deploys to end users — even if the
system involves third party elements — transparency of procured services is crucial.
Transparency is necessary for the government to understand and exercise oversight on the
metaverse applications it procures. Information such as how and when data is collected and
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stored, how the product works, how it is tested, and the potential negative impacts, are all as
critical for metaverse applications as they are for Al systems or any other large IT system. The

provision of such information to the government could be mandated as part of the
procurement process.
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8. Conclusion

The metaverse represents a collection of powerful technologies that could significantly
reshape the daily lives of the public, including how they interact with the NSW Government.
The government also has an opportunity to utilise the metaverse to improve its service
delivery and day-to-day operation.

Along with these opportunities come risks, particularly of large-scale unintended harm to
users and the public. Preventing such harm will involve the NSW Government both as a user
of the metaverse and as a regulator.

This report represents an early step by the NSW Government to prepare for the wider
adoption of metaverse technology. It aims to help the government take advantage of the
metaverse’s benefits and to mitigate its risks. The report provides recommendations for
building the government’s capability through training and development, augmenting existing
systems and infrastructure, and beginning to identify approaches to governance.

We believe that the information and recommendations contained in this report will assist the
NSW Government in deepening its engagement with the metaverse in the future: from
developing a metaverse strategy, to exploring the potential of the technology through pilot
projects, and, ultimately, developing operational capability and governance.
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